










 

 

   

 

 

 

 

 

HARDWARE ACCELERATION OF STREAM CIPHER 

SECURITY ALGORITHMS USING DYNAMIC 

PARTIAL RECONFIGURATION DPR AND SDSOC 

TOOLS 

 

 

By 

 

Sara Taha Mostafa Kamal Taha 

 

 

A Thesis Submitted to the 

Faculty of Engineering at Cairo University 

in Partial Fulfillment of the 

Requirements for the Degree of 

MASTER OF SCIENCE  

in 

 Electronics and Communications Engineering  

 

 

 

 

 

 

FACULTY OF ENGINEERING, CAIRO UNIVERSITY 

GIZA, EGYPT 

2021 



 

HARDWARE ACCELERATION OF STREAM CIPHER 

SECURITY ALGORITHMS USING DYNAMIC 

PARTIAL RECONFIGURATION DPR AND SDSOC 

TOOLS 

 

 

By 

Sara Taha Mostafa Kamal Taha 

 

 

 

A Thesis Submitted to the 

Faculty of Engineering at Cairo University 

in Partial Fulfillment of the 

Requirements for the Degree of 

MASTER OF SCIENCE  

in 

 Electronics and Communications Engineering  

 

 

Under the Supervision of 
 

Prof. Dr. Ahmed Hussein 

Mohamed 

 
………………………………. 

 

 Assoc. Prof. Hassan Mostafa 

Hassan 

 
………………………………. 

 

Professor of Electronics 

Department of Electronics 

Faculty of Engineering, Cairo University 

 Associate Professor of Electronics 

Department of Electronics  

Faculty of Engineering, Cairo University 

 

 

 

 

 

 

FACULTY OF ENGINEERING, CAIRO UNIVERSITY 

GIZA, EGYPT 

2021 



 

HARDWARE ACCELERATION OF STREAM CIPHER 

SECURITY ALGORITHMS USING DYNAMIC 

PARTIAL RECONFIGURATION DPR AND SDSOC 

TOOLS 

 

By 

Sara Taha Mostafa Kamal Taha 

 

 

 

A Thesis Submitted to the 

Faculty of Engineering at Cairo University 

in Partial Fulfillment of the 

Requirements for the Degree of 

MASTER OF SCIENCE  

in 

 Electronics and Communications Engineering  

 

 

Approved by the Examining Committee 

 

____________________________ 

Prof. Dr. Ahmed Hussien Mohamed                     Thesis Main Advisor   

 

____________________________ 

Assoc. Prof. Hassan Mostafa Hassan                                  Advisor 

 

____________________________ 

Prof. Dr. Mohamed Riad El-Gonemy                       Internal Examiner                                       

 

____________________________ 

Prof. Dr. Amr Talaat Abd El-Hamid                       External Examiner             
- Professor, Electronics and Networks department, German University in Cairo  

 

 

 

FACULTY OF ENGINEERING, CAIRO UNIVERSITY 

GIZA, EGYPT 

2021 



 

 

Engineer’s Name:  Sara Taha Mostafa Kamal Taha 

Date of Birth: 03/03/1993 

Nationality: Egyptian 

E-mail: sarahtahamostafa@gmail.com 

Phone: 01113329637 

Address: 15th May City 

Registration Date: 01/03/2015 

Awarding Date: …./…./2021 

Degree: Master of Science  

Department: Electronics and Communications Engeneering  

  

Supervisors: Prof. Dr. Ahmed Hussien Mohamed Khalil 

 Assoc. Prof.   Hassan Mostafa Hassan Mostafa 

  

Examiners: Prof. Dr. Ahmed H. M. Khalil      (Thesis main advisor) 

 Assoc. Prof. Hassan M. H. Mostafa                 (Advisor) 

 Prof. Dr. Mohamed R. El-Gonemy  (Internal examiner) 

 Prof. Dr. Amr T. Abd El-Hamid     (External examiner) 

German University in Cairo 

  

Title of Thesis: 

 

 

Hardware Acceleration of Stream Cipher Security Algorithms using Dynamic Partial 

Reconfiguration DPR and SDSoC 

  

Key Words:  

SDSoC; DPR; Stream Cipher; Security; Hardware Acceleration. 

  

 

Summary:  

 

With the spread of the fourth industry revolution applications which includes many 

smart devices like Robots, cloud systems, IoT, cyber security...etc, data security has 

become one of the most important topics that the world are focuses on it due to the 

huge amount of data that needs to be transferred from point to point on these 

applications. Data security means protecting data from corruption or from being 

disclosed from unauthorized users. This thesis presents different implementations 

techniques to accelerate stream cipher security algorithms which provide both 

confidentiality and integrity for a variable length of data. The implementation 

techniques provided in this thesis are   implementation using SDSoC tool, 

implementation using DPR technique and implementation using both SDSoC and 

DPR at the same time.  
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