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Abstract

Thesis Abstract

Rania Sobhy Abdel Moniem, " Design of a Proposed Certification
Authority for Ad hoc Wireless Networks", Master of Science in Electrical
Engineering, Ain Shams University, Faculty of Engineering, Electrical
Department, Electronics and Communications Engineering, 20009.

Abstract

A wireless ad hoc network is a network where a set of mobile
devices communicates among themselves using wireless
transmission without the support of fixed or stationary infrastructure.
The open and dynamic operational environment of ad hoc network
composes it vulnerable to various network attacks and poses a great
challenge to system security designers for many reasons. In order to
achieve a high level of security and privacy for the Ad-hoc network,
digital signature is wused. It is used to maintain the data
confidentiality, user authentication and to prevent any unauthorized
person to access to the network.

In this thesis, a proposed certification authority for wireless ad hoc
network is designed, which consist of database contains all the
information needed for the generation and issuance of digital
certificates in addition to the registration authority to register the
information of the clients in the network. Also renewal digital
certificates mechanism, certificate revocation mechanism, and key
management mechanism.

The basic components of the proposed certification authority is
aimed to provide a strong authentication and secure file transmission
for wireless ad hoc network by issuing digital certificates to the
participants to achieve privacy, access control, integrity, and
confidentiality of data over the network.

We use simulation software to implement the proposed CA and
clients through a virtual wireless ad hoc network. The CA generates
and issues digital certificates for clients and also verifies its digital
signature to check the validation of the client’s certificates. Finally,
there are several experiments and tests done to verify the
performance of wireless network against unauthorized user.
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