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Abstract 

This thesis examines the security issues of Radio Frequency Identification 

(RFID) technology, one of the most promising technologies in the field of 

ubiquitous computing. Indeed, it may well transform identification processes. 

RFID technology offers many advantages over other identification systems.  

 

RFID systems can be classified according to tag price, with distinction 

between high-cost and low-cost tags. Our research work focuses mainly on low-

cost RFID tags. 

 

Without the appropriate controls, attackers can perform unauthorized tag 

reading and clandestine location tracking of people or objects. Snooping is 

possible by eavesdropping on tag/reader communications.  

  

From a purely theoretical point of view, standard cryptographic solutions 

may be a correct approach. However, standard cryptographic primitives are quite 

demanding in terms of circuit size, power consumption and memory size, so they 

make costly solutions for low-cost RFID tags. Lightweight cryptography is 

therefore a pressing need. 

 

In this thesis we cryptanalyzed Gossamer protocol and concluded that 

Gossamer show significant security flaws. We develop a lightweight mutual 

authentication protocol after modifying Gossamer protocol and analyze our 

modifications against possible attacks. 

 

This thesis proposes also a combined distance bound protocol with 

lightweight mutual authentication protocol resistant to many RFID attacks and 

conforming to low-cost RFID tag requirements. In this protocol, costly 

computations are only performed by the reader, and security related 

computations in the tag are restricted to very simple operations.  
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The hardware complexity of the proposed protocol was analyzed, 

reckoning 1.68K gates for implementation; so it can be implemented in low-cost 

RFID tags which have a maximum of 4k gates devoted to security functions. 
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 The purpose of this chapter is to present a basic introduction of RFID systems, RFID 

history and EPC standard. It also explains the motivation, objectives and main contributions 

of this thesis. 

 1.1 Introduction 

RFID stands for Radio Frequency Identification which is a means of identifying a person or 

object using a radio frequency transmission. The technology can be used to identify, track, 

sort or detect a wide variety of objects.  

RFID systems improve efficiency in globalised supply chains but the implementation 

of the technology has been problematic. This is partly due to the manufacturing costs of tags, 

which are currently too high to justify widespread deployment across supply chains in the 

way that was originally imagined, and partly due to concerns over the potential for 

infringing the privacy of consumers who purchase RFID-tagged products. In addition, there 

are concerns about the health implications for staff employed in RFID-enabled workplaces, 

although this has not received as much attention in the press [16]. 

Communication occurs between a reader (interrogator) and a transponder (Silicon 

Chip connected to an antenna) often called a tag. Tags can either be active (powered by 

battery) or passive (powered by the reader field), and come in various forms including Smart 

cards, tags, labels, watches and even embedded in mobile phones.  

 

 

Figure 1.1 Typical RFID system 

The communication frequencies used depends to a large extent on the application, and 

range from 125 KHz to 2.45 GHz. Regulations are imposed by most countries to control 

emissions and prevent interference with other Industrial, Scientific and Medical equipment 

(ISM) [24]. 

 


