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ABSTRACT

Name : Dowlat Abed E! Azzez Mohammed.

Subject: On Problems of Authentication and Digital Signature in
Crypteograph.

Place : Mathematics Department, Faculty of Science,

Ain Shams University.
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The main purpose of this thesis is te study the
authentication and digital signature protocols. Most
authentication and digital signature protocols are based on
cryptosystem. So we start by discussing cryptosystem. We then
discuss the authentication and digital signature problems and

protocels. We also introduce two digital signature protocols

This thesls consists of four chapters and two appendices.
In Chapter [, an introduction for cryptolegy (cryptography and
cryptanalysis) is given. This chapter also includes a study of
cryptosystem and its types. In Chapter II, we discuss the
authentication problems (user and massage), and their solutions
In Chapter III, we study digital signature and illustrale its
pretocols, Filnally, in Chapter IV, we introduce twe digital
signature protocols which are based on DES and RSA ciphers. The
implementations of these protocols, in the C language, are given

in the twe appendices.
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