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Abstract 

 Amin Abdel Wahab Amin Sorrour  

Secure Middleware for ID Smart Cards  

Doctor of Philosophy dissertation 

Ain Shams University, 2012  

The last surveys indicate that there is an extensive growth in the use of 

smartcards. A smart card comprises the technology, the platform on 

which applications are built. An application is a solution to a particular 

problem. Typically, smart card applications have been being constructed 

during smart card manufacturing. Nowadays, there is a trend toward 

building smart card applications after a smart card has been 

manufactured.  

The problem of installing and trusting new applications on smart cards is 

a critical one, especially for ID smart cards and PKI smart cards, since a 

new application can be malicious and exposes sensitive information such 

as private keys and encryption keys from the card. 

However, building a trust model for smart cards involve several design 

issues in both hardware and operating system levels. 

In this work, the multi-core processor architecture, typically a dual CPU 

architecture is utilized as a base for a trusted computing environment. The 

design is based on dedicating a CPU for secure operations like 

encryption, decryption, signing and validating of digital signatures. This 

CPU also is attached to a secure private memory to store critical 

information such as encryption keys and private certificates. The 

communication with the other CPU dedicated to run the application is 

carried out through a 2 port shared memory. A secure loader is built as a 

part of the smart card OS kernel, where the application is checked for a 

specific signature before execution. 

The trust of an application is guaranteed through requiring any 

application to be pre-signed with a trusted authority private key. The 

authority public key is stored in CPU1 private memory. 



Based on the model, a trust computing and a new application life cycle 

are presented. Finally a comparison to the existing state of the art trust 

models is given. 

 

Keywords: 

Secure Computing, Trust Models, Smart Cards, Multi-Core 



Preface 

With more and more smart card applications being developed, there is a 

need for the upgrade of current security software on the smartcard. The 

thesis explores the idea on implementing complex algorithm in the smart 

card software. 

 

The first chapter explains on the background of smart card technology, 

smart card standards and the card life cycle. 

 

The second chapter explores on current smart card cryptographic method 

and the limitation. 

 

The third and fourth chapter elaborates on security technique in the Card 

Operating System, Access Control systems and authentication techniques. 

The chapter discusses further on the MTCOS system and how it allows 

multi application on a single card. 

 

The last two chapters describe the trusted platform for multi-application 

smart cards and how it is realized using dual processor system with 

shared memory. The last chapter details the experimental results and 

conclusion. 
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