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ABSTRACT

Property Verification Patterns for Automated
Production Systems

The most common procedure to ensure the reliability of a design is simulation. Unfortunately
simulation cannot fully inspect all the execution states of the system. The significant increase in
the complexity and size of digital systems together with the nature of real time systems boosted
up the need for a different approach for the validation of the behavior of a system in the early
design stages. Formal verification is an approach to validate a system by formally reasoning the
system behavior. In formal verification the system implementation is checked against the
requirements or the properties to be satisfied. B method is one of the common paradigms used in
formal verification. B method offers strong verification domain as it based on a mathematical
and logical approach. The proof obligations (properties that must be satisfied) are automatically
generated from the model, also the available tools provides both automatic and interactive
proofs.

VHDL is a mature implementation domain where many synthesis and simulation tools are
available.

The work in this thesis presents a technique to convert B machines into the corresponding VHDL
implementation in order to implement a correct by construction system, benefit from the
advantages of both strong domains, and maintain the properties of the verified model.

Challenges in going from B domain to VHDL domain:

e Not all constructs of B are available in VHDL.

o Completely different Semantics.

o Different approaches of handling design modules.

e Variables and signals are represented in completely different ways.
We reached for a method to cross the gap and converted the B machines into VHDL
implementations. The unavailable B constructs are described by VHDL code constructing the
required part of the model. The developed tool starts by an initial step to handle the connected
modules in a way that can be converted into VHDL code. The B machine is investigated to find
the way each variable is used and indicate how it can be handled in the generated VHDL code.
Five popular models were used as workbenches where we applied the developed technique.
Simulation at some critical points was used to ensure that the generated VHDL satisfy the
verified properties in the original B machine.
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Chapter 1
Introduction

Throughout the previous years, the complexity and size of digital systems has increased
dramatically, as a result design flow phases changed a lot. Simulation used to be the most
common procedure to assure the correctness of a system under design, but it cannot exhaustively
examine all the execution scenarios of the system. A different approach to validate a system by
formally reasoning the system behavior is Formal verification, where the system implementation
is checked against the requirements or the properties to be satisfied. The most common
paradigms are based on theorem proving, model checking and language containment.

People and products safety are directly affected by the reliability of automated systems. Safety
aspects should be considered from early design stages up to operational stages and this needs a
very accurate design approach [1]. This becomes more sophisticated in real time systems as real-
time systems differ from untimed systems in that the correct behavior relies on computation
results plus the time on which they were produced. The resulting state-space explosion makes it
infeasible to run a satisfactory number of simulation traces to achieve enough coverage of the
state spaces and enough confidence in the design correctness within a project schedule. Even if it
were feasible to have extensive coverage of the system, missing only single untested sequence of
events may cause the system failure.

1.1 Formal Verification

Formal verification means to thoroughly investigate the correctness of system designs expressed
as mathematical models. Formal verification is a useful and powerful technique for guaranteeing
the reliability of systems in design stages [2]. In recent years, several approaches for applying
formal verification techniques on automation systems dependability have been proposed. These
range from formal verification by theorem proving [3] to formal verification by model-checking
[4], [5], [6], [7]. Many achievements in the formal verification of real-time systems are presented
in [8], [9], [10] and [11] .

The verification problems of timed systems are usually exponentially more complex than their
untimed counterparts. Most major projects are spending over 50% of their development costs in
verification and integration, so using formal verification can substantially reduce the explosive
growth of verification and integration costs and improve the quality of system designs in
industry. On the one hand, using formal verification for complex real-time systems will likely
enhance the intelligence and performance of simulation and testing. For example, coverage
metrics can be more precisely mapped to the functions to be verified. Also, formal verification
can be used to carefully check the components and the interfaces and progressively could be
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accepted as standard methods in the automation of industrial quality control. It is claimed that
this approach has already had a remarkable effect on the SLAM project of Microsoft, which
plans to include model-checking capability in its Windows driver development kit (DDK) [12].

Formal specification is defined by the IEEE standard as a specification written in a formal
method. Formal methods are particular type of mathematically-based procedures for the
specification, development and verification of systems. Performing appropriate mathematical
analysis that contributes to the reliability and robustness of a design is the motivation for using
formal methods for design. Systems can be formally described at different levels of abstraction.
The formal description can be used to guide further development activities; moreover, it can be
used to verify that the requirements for the system being developed have been entirely and
precisely specified. A variety of formal methods and notations available are available, like Z
notation, VDM and B-Method.

Verification plays a vital role in the design cycle of any safety critical system. The development
of any system is not complete without careful testing and verification that the implementation
satisfies the system requirements. In the past, verification was an informal process performed by
the designer. But as the complexity of systems increased, it became necessary to consider the
verification as a separate step in the overall development cycle. Verification techniques can be
either based on simulation or based on formal methods. Simulation is based on a model that
describes the possible behavior of the system design at hand. This model is executable in some
sense, such that a simulator can determine the system’s behavior on the basis of some scenarios.
Formal Verification is defined as “establishing properties of hardware or software designs using
logic, rather than (just) testing or informal arguments. This involves formal specification of the
requirement, formal modeling of the implementation, and precise rules of inference to prove that
the implementation satisfies the specification” [13]. Three categories can be used to classify the
Formal Verification methods - equivalence checking, model checking and theorem proving.

1.2 B-Method

The B method is a model-oriented formal method for engineering software systems developed by
Abrial [16]. It is a comprehensive formal method that covers the entire development cycle. The
method is based on the mathematical principles of set theory and predicate calculus while its
semantics is given using a variant of Dijkstra's weakest precondition calculus [17]. A hierarchy of
components that are described using the Abstract Machine Notation (AMN) constitutes a B
specification. Each component in a specification represents a state machine where a set of
variables defines its state and a set of operations query and modify that state. Generalized
substitutions describe state transitions. Constraints on the operation and variable types are
described as invariants of a machine. In B models Abstract Machines are the top-level
components describing state machines in an abstract way. Refinements are another type of
components that exist in a B specification; they represent enriched versions of either an Abstract
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Machine or another Refinement. The last type of components is Implementations where ultimate
refinement of an Abstract Machine is described; both data and operations need to be
implementable in a high-level programming language.

Syntax and type checking can be performed on a system modeled in B. Also a B model
consistency can be verified to check the preservation of invariants and the correctness of all
refinement steps.

1.3 Problem statement

The common approach for system design is to start the design cycle by implementing the basic
requirements then starting to test and correct errors in the developed design. This “construct-by-
correction” approach leads to a long and more expensive design cycle.

Since the B method offers a strong framework for developing and verifying models at different
abstraction levels, the verified B models can be used to develop ‘“correct-by-construction”
designs but the problem is when converting the model into an implementation, some verified
properties may be lost. VHDL is a mature implementation domain where many synthesis and
simulation tools are available.

Automatic conversion of the verified B models into implementation avoids losing any of the
verified properties. In addition to providing an implementation directly mapped from the verified
model which achieve “correct-by-construction” design approach.

Also the developed implementation will take the advantages of both the verification B domain
and the strong well matured VHDL implementation domain.

The work in this thesis presents a technique to convert B machines into the corresponding VHDL
implementation in order to build a “correct- by-construction” system, maintain the properties of
the verified B model, and benefit from the advantages of both strong domains.

1.4 Related work

Integration of B with UML is achieved by Butler [14], B affords a semantic framework to UML
components and allows analysis of UML models. It is interesting to study the impact of the B
refinement into UML models.

The work in [15] develops a method for translating a system described by B method into formal
specification language of PVS. In this method, a machine in B method is represented to be a
theory in PVS, while an invariant to be a type in PVS. Some properties described by B method



are converted into conjectures of PVS language, and then these conjectures can be proved
effectively by PVS prover.

A tool denoted BHDL was presented in [16] introducing a project converting VHDL code to B
models to ensure the circuits under design are correct by construction.

Generating executable code from B models is an interesting field and
a lightweight framework for executable code generation from B formal specification is presented
in [17]. The translation framework including the translation strategy, process and implementation
is introduced.

Model Driven Architecture (MDA) design approach in [18] proposes to separate design into two
stages: implementation independent stage then an implementation dependent one. This improves
the reusability, the reliability, the standability, the maintainability, etc. MDA can be augmented
using the B method as a formal refinement approach. The approach allows to gradually refining
the development from the abstract specification to the executing implementation through many
controlled steps. Each refinement step is mathematically represented and is proven to be correct,
accordingly the implementation is proven to satisfy the specification; furthermore the presented
approach enables proving the coherence between components in low levels even if they are
branched in different technologies during the development.

In [1] the authors have looked at the issue of supporting the expression of property
specifications. Meaningful properties can be hard to write and hard to get right, this is even more
the case when considering the behavior of complex automated systems whose requirements are
difficult to describe. The approach was to provide the designer with patterns that can be
instantiated to produce the properties of interest. A finite state system can be represented by a
labeled state transition graph, where labels of a state are values of atomic propositions in that
state. Model checking is the modeling approach used which consists of traversing the graph of
the transition system and verifying that it satisfies the formula representing the property. By
studying and identifying the properties used for the verification of DES “Discrete Event System”
automation, it becomes possible to systematize the writing of such properties in an automatic
way. The paper discusses the property specification patterns proposed by [Dwyer et al., 1998]. A
pattern’s goal is to capture proven solutions to known problems, and demonstrate how they can
be used in practice to solve the same or similar problems in new situations. They have briefly
introduced a tool that supports the use of specification patterns for the generation of properties
for verification. The tool helps to generate properties from the combination of models and
patterns. A list of property patterns and help for instantiating those patterns with attributes and
actions in the model are provided. Instantiation of patterns to produce a property specification
can be done in two modes: manual where the values of the parameters are indicated manually by
the user, and automatic where the system reads the attributes from a model and the user can use



