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Secure Vocoding technique, as its name implies, is a combination of a 

speech coding technique and a secure technique. Speech coding 

techniques deal with digitizing analog speech signals in an efficient way. 

Their objective is to represent the speech signal with the lowest number 

of bits, while maintaining a sufficient level of quality of the synthesized 

speech. Secure techniques ensure that the transmitted digitized speech is 

similar to a random binary sequence with the difficulty to estimate any 

part of it. 
 

Speech coding techniques are classified into three main groups: 

waveform coders, Vocoders and hybrid coders. Waveform coders offer 

excellent voice quality with higher bit rates. Vocoders or parametric 

coders assume that the speech signal is generated from a model which is 

controlled by some parameters. Parameters of the model are estimated 

from the input speech signal. This class of coders has lower bit rates but 

less voice quality and speaker recognition. Hybrid coders combine the 

advantages of waveform coders and Vocoders. 
 

This thesis includes two main parts, the first part deals with the design 

and implementation of a vocoding technique of the type Linear Predictive 

Coder (LPC). This LPC coding technique is based on mathematical 

approximation of vocal tract by a tube of varying diameter. At a particular 

time, the speech sample is represented as a linear sum of the previous 

samples. The speech signal is subdivided into small segments of 30msec 

to improve performance and quality of the technique. A linear predictive 

filter is the heart of this technique to predict next sample as a linear 

combination of previous samples. 
 

The autocorrelation method is applied to estimate the coefficients of LP 

filter. Voiced and unvoiced segments are determined in addition to pitch 

frequency. Possible methods for pitch estimation or voice determination 

are covered.       
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The second part of this thesis deals with the design and implementation of 

a secure stream cipher algorithm. Cipher system algorithms including 

block ciphers, stream ciphers and public key ciphers are introduced. The 

main building elements of the stream cipher algorithms are presented.     

A highly Nonlinear and random stream cipher algorithm is designed and 

implemented to encrypt the output of the LPC coder. To assess the 

randomness properties and other security parameters of the designed 

algorithm we applied the standard NIST (National Institute of Standards 

and Technology) package to test the output sequence of the LPC 

Vocoder. The proposed algorithm passed all the tests successfully. Other 

theoretical security parameters of the algorithm are calculated like key 

diversity, period and linear complexity.  
       

This thesis includes five chapters and three appendices as follows: 
 

 Chapter one: deals with speech coders. 

 Chapter two: deals with LPC coders. 

 Chapter three: deals with security of vocoding systems 

 Chapter four: deals with the design and implementation of a 

secure vocoding technique. 

 Chapter five: includes the conclusions and suggested future 

work. 
 

The three appendices are: 
 

 Soft ware Simulation (MATLAB) of the secure vocoding 

system 

 Chi- square distribution table. 

 Tables of primitive polynomials. 
 

The designed secure vocoding system in this thesis can be 

implemented in many telecommunication systems to achieve lower bit 

rates for digitized speech signals and high security level. The software 

implementation is in MATLAB. 
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