
  

i 

 

 

AIN SHAMS UNIVERSTY  

FACULTY OF ENGINEERING 

CAIRO – EGYPT 

Electronics and Communication Engineering Department 

 

Secure and efficient symmetric-key 

encryption algorithm 

 

Dissertation submitted to the faculty of Engineering – Ain-Shams University in partial 

fulfilled of the requirements for the degree of Master of Science in Electrical Engineering 

Submitted By 

Eng. Ahmed Mahmoud Salama Rayan 

Electronics and Communication Eng. Department 

Faculty of Engineering – Ain-Shams University 

 

Supervised By 

Prof. Dr. Ismail Mohamed Hafez 

Professor in Electronics and Communication Eng. Department 

Faculty of Engineering – Ain-Shams University (ASU) 

Cairo – Egypt 

Ass. Prof. Dr. Ahmed Ali Abdel-hafez 

Communications Department 

Military Technical Collage (MTC)  

Cairo – Egypt 

 

Cairo 2017 



  

ii 

 

 

AIN SHAMS UNIVERSTY 

FACULTY OF ENGINEERING 

CAIRO – EGYPT 
 

Examiners Committee 
 

Name  : Ahmed Mahmoud Salama Rayan  

Thesis : Secure and efficient symmetric-key encryption algorithm 

Degree: Master of Science 

 

 

 

 

Name, Title, and Affiliate                       Signature   

 

1. Prof. Dr. Talaat Abdel Latief Ibrahim El Garf            ………… 

    Professor of Communications in Higher Technological Institute (HTI) 

  

2. Prof. Dr. Salwa H. El- ramly                      ………… 

    Professor in Electronics and Communication Eng. Department (ASU) 

 

3. Prof. Dr. Ismail Mohamed Hafez              ………… 

    Professor in Electronics and Communication Eng. Department (ASU) 

 

4. Ass. Prof. Dr. Ahmed Aly Abdel-hafez    ………… 

    Communications Department (MTC) 

 

 

 

 

 

 

 

 

                                                                 Date:    /01 /2017                             

 



  

iii 

 

 

STATEMENT 

 

This dissertation is submitted to Ain Shams University in partial fulfillment of the 

degree of Master of Philosophy in Electrical Engineering. 

  

The work included in this dissertation was out by the author in the department of 

electronics and Communication Engineering, Ain Shams University.  

 

No part of this dissertation has been submitted for a degree or qualification at other 

university or institution. 
 

 

 

 

 

 Name        : Ahmed Mahmoud Salama Rayan  

 Signature  : ……..................  

 Date          :      /    / 2017   

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 



  

iv 

 

 

 

Abstract 

       

Secure and efficient symmetric-key  

encryption algorithm 
 

In 1997, a competition to choose a symmetric-key encryption algorithm instead of Data 

Encryption Standard algorithm (DES) was started by the National Institute of Standards 

and Technology (NIST).  NIST specified the evaluation criteria for chosen the candidate 

algorithms relying on the analyses and comments received. These criteria are divided 

into two main categories: 

i. Algorithm security. 

ii. Algorithm implementation features.   

Algorithm security was the main significant criteria, it includes characteristics as: 

algorithm strength to attacks, its mathematical foundation and the output randomness.  

Finally, NIST selected five finalist algorithms (Rijndael, Serpent, RC6, MARS and 

Twofish). Then, NIST chose Rijndael to be the suggested Advanced Encryption 

Standard algorithm (AES).  

Twofish algorithm, one of the last five candidate algorithms has a large security margin 

but also has some drawbacks as its structure is hard to analyses, the mingling of many 

processes makes it not easy to produce a fair analysis and imposes to searching for 

approximation mechanisms. Moreover, the use of key-dependent S-boxes increases the 

complexity and the effort needed to estimate the characteristics (differentials, linear …) 

of the structure.  

In this thesis a proposal of a provably Secure Symmetric-key Encryption (SSE) 

algorithm based on Feistel structure is presented to overcome the previous drawbacks. 

A 16-round reversible Basic Feistel Network (BFN) is presented, besides construct a 

novel key schedule. It supports 128-bit and 256-bit symmetric key block cipher with 

128-bit key size; its key size can be extended to 256 bits. 

(SSE) algorithm is simple and pliable design, ease and efficient analysis. Strong Key 

dependent S-boxes layer is used to overcome the drawbacks (differential cryptanalysis 

– linear cryptanalysis) of fixed S-boxes. A proven security for each component is 

provided. 

Its key schedule is secure and straight forward for analysis; reuse the Same Primitives 

that is used in the encryption algorithm. It provided 40 subkeys of expanded key      , 

..,     and 16 rounds constant                   for each round that is used with the S-

boxes input of (SSE) algorithm.  
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