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Abstract

Secure and efficient symmetric-key
encryption algorithm

In 1997, a competition to choose a symmetric-key encryption algorithm instead of Data
Encryption Standard algorithm (DES) was started by the National Institute of Standards
and Technology (NIST). NIST specified the evaluation criteria for chosen the candidate
algorithms relying on the analyses and comments received. These criteria are divided
into two main categories:

I.  Algorithm security.
Ii.  Algorithm implementation features.

Algorithm security was the main significant criteria, it includes characteristics as:
algorithm strength to attacks, its mathematical foundation and the output randomness.

Finally, NIST selected five finalist algorithms (Rijndael, Serpent, RC6, MARS and
Twofish). Then, NIST chose Rijndael to be the suggested Advanced Encryption
Standard algorithm (AES).

Twofish algorithm, one of the last five candidate algorithms has a large security margin
but also has some drawbacks as its structure is hard to analyses, the mingling of many
processes makes it not easy to produce a fair analysis and imposes to searching for
approximation mechanisms. Moreover, the use of key-dependent S-boxes increases the
complexity and the effort needed to estimate the characteristics (differentials, linear ...)
of the structure.

In this thesis a proposal of a provably Secure Symmetric-key Encryption (SSE)
algorithm based on Feistel structure is presented to overcome the previous drawbacks.
A 16-round reversible Basic Feistel Network (BFN) is presented, besides construct a
novel key schedule. It supports 128-bit and 256-bit symmetric key block cipher with
128-bit key size; its key size can be extended to 256 bits.

(SSE) algorithm is simple and pliable design, ease and efficient analysis. Strong Key
dependent S-boxes layer is used to overcome the drawbacks (differential cryptanalysis
— linear cryptanalysis) of fixed S-boxes. A proven security for each component is
provided.

Its key schedule is secure and straight forward for analysis; reuse the Same Primitives
that is used in the encryption algorithm. It provided 40 subkeys of expanded key SK,,
..SK34 and 16 rounds constant RC,,...., RC;g for each round that is used with the S-
boxes input of (SSE) algorithm.
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List of Acronyms

Abbreviation

AES Advanced Encryption Standard
ANF Algebraic normal form

BC Before Christ

BFN Basic Feistel Networks

CBC Cipher Block Chaining

CFB Cipher Feedback

CPU Central Processing Unit

CTR Counter

DES Data Encryption Standard
DPA Differential power analysis
ECB Electronic Codebook

GCD Greatest Common Divisor
GF Galois Field

GFN Generalized Feistel Networks
HW Hamming Weight

v Initial Value

KC Key Constant

MDS Maximum Distance Separable
NBS National Bureau of Standards
NIST National Institute of Standards and Technology
NL nonlinearity

OFB Output Feedback

PC Propagation Criterion

PKC Public Key Cryptography

RC Round Constant

RC6 Rivest cipher 6
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S boxes
SAC
SHA
SKC

SP

SPA
SPN

SSE
STS
UFN
Wit

Substitution boxes

Strict Avalanche Criterion

Secure Hash Algorithm

Secret Key Cryptography
Substitution Permutation

Simple power analysis
Substitution Permutation Network
Secure Symmetric-key Encryption
Statistical Test Suite

Unbalanced Feistel Networks

Weight of a Boolean function
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MM W << m

Z, ,GF (P)
Z,. ,GF (")

w.(f)

List of Symbols

Xor
Addition
Less than or equal

Large than or equal
equal

Not equal
Congruent

Belongs to
For all

There exists
Sum

Finite Fields of Order p

Finite Fields of prime p and n is the degree of
irreducible polynomial

Hamming weight (HW) of function f
Hamming Distance

bias

Walsh-Hadamard transform

scalar product over F,
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