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List of Symbols, Abbreviations and Nomenclature

Abbreviation Meaning

AODV Ad hoc On-demand Distance vector
CBR Constant Bit Rate

DARPA Defense Advanced Research Projects Agency
DSDV Destination Sequenced Distance Vector
DSR Dynamic Source Routing

Forwarding || A group of nodes participating in multicast packet
Group forwarding.
GLOMOSIM || GLObal MObil information system SIMulator
IEEE Institute of Electrical and Electronics Engineers
IP Internet Protocol

LAN Local Area Network
MAC Message Authentication Code

MANET Mobile Ad hoc NETwork

Member Table

The table maintained by multicast receivers
containing information of multicast sources for each
multicast group it is associated with.

Multicast mesh

The topology defined by the link connection between
forwarding group members

Neighbor node

Nodes that are within the radio transmission range.

Node A device that implements IP.
PARSEC PARallel Simulation Environment for Complex
systems
PDA Personal Digital Assistant

Routing table

Table maintained by each node containing route
information (e.g., next hop node) of existing active
routes.

TORA

Temporally Ordered Routing Algorithm

TTL

Time To Live
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Abstract
Amin Abdel-Wahab Amin Sorrour
A Secure Routing Protocol for Mobile Ad-Hoc Networks
M.Sc. dissertation

Ain Shams University, 2006

Ad hoc networking is a concept in computer communications, which means
that users wanting to communicate with each other form a temporary
network, without any form of centralized administration. Each node
participating in the network acts both as host and a router and must therefore
be willing to forward packets for other nodes. For this purpose an efficient
secure routing protocol is needed.

A mobile ad hoc network has certain characteristics, which imposes new
demands on the routing protocol. The most important characteristic is the
dynamic topology, which is a consequence of node mobility. Nodes can
change position quite frequently, which means that we need a routing
protocol that quickly adapts to topology changes. The nodes in an ad hoc
network can consist of laptops and personal digital assistants (PDAs), and
are often very limited in resources such as CPU capacity, storage capacity,
battery power and bandwidth. This means that the routing protocol should
try to minimize control traffic, and save secure environment such as periodic
key for each interval of sending.

Only few researchers addressed the problem of MANET security, in this
thesis, we are tested a secure DSR protocol to obtain the best throughput and
average end to end delay. DSR is a multicast routing protocol in which

routes between source and destinations are determined through a request



phase and a reply phase. We started from an authenticated routing protocol,
Ariadne.lt was attacked by wormhole attack, we proposed protocol to keep
only the last MAC value in the route request, instead of appending the
MAC value of each intermediate node in the route, we argue that the hash
chain has no security value, so we removed it from route request,

and use the route messages to exchange a new key that will be used till a
new one is initiated . The resulting protocol saves a considerable amount of
network bandwidth, node efforts, and prevents more attacks.

Glomosim simulator is used to simulate these scenarios. It is especially
made to simulate mobile ad-hoc networks. There were some enhancements
in the code of the simulator that we done to verify ARIADNE before
obtaining the values of our suggestion. And then throughout our work after
made a modification, also a C++ code is written to extract required data

from the output text file to check the results.

Keywords:
Ad-Hoc Networks, Manet Security, Routing Protocol.
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