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Thesis Summary 

In our thesis we focus in Algebraic Cryptanalysis of AES 

”Advanced Encryption Standard”  hence Algebraic cryptanalysis 

is a relatively new field of cryptology. Algebraic cryptanalysis on 

Rijndael AES, is based on its rich algebraic structure. The basic 

idea is to model a cipher using a system of polynomial equations 

over a finite field. This approach has gained attention since 

Nicolas Courtois claimed that it could be used to attack AES, 

which has a simple algebraic structure [1]. This attack has also 

been attempted on other ciphers such as DES [2]. Algebraic 

cryptanalysis has been shown very effective for families of 

stream ciphers.   Gröbner bases algorithms a well-known method 

to solve this problem. This thesis has described a description of 

cryptanalysis types, including Algebraic cryptanalysis type. We 

also describe the mathematical models of AES. There are three 

types of models  to penetrate the AES cipher .Through  this thesis   

we concentrate in the one which study the nonlinear part of the 

AES model .In general the equations of AES are divided into two 

groups, one linear  which represents shift row , mix colum and 

add round key. The second group is the S-Box which is 

nonlinear.              

S-box is the unique nonlinear operation in Rijndael cipher, and 

it determines the performance of AES cipher . So much work 

has concentrated on Rijndael S-box. Many researchers devote 

time to design and improve the algebraic cryptanalysis scheme 



 

 

[3, 4,].  Algebraic cryptanalysis consists of two steps. First step 

converts the cipher into a system of polynomial equations, 

usually over GF(2), or over other rings. Second step, solves the 

system of equations and obtain from the solution the secret key 

of the cipher. Many researchers focus on these two steps. 

Courtois and Pieprzyk [7] analyzed the over defined system .  

Our focus on solving nonlinear system of equations GF(  ) 

applying a powerful algebraic tool; Gröbner basis; to overcome 

the nonlinearity features of S-Box. Finally, the analysis  shows 

that how applying Gröbner basis of AES constructs a spare 

matrix which makes the system easy to be solved. Moreover, we 

have proved the “Resistance of Algebraic Attack” RAA value 

( ) has been reduced.  We apply Gröbner basis on two models 

of nonlinear S-Box [7,8] . 

  

Key words: Algebraic cryptanalysis, multivariate quadratic 

polynomial equation system, S-box, Gröbner bases, Rijndael 

AES, RAA. 
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Glossary of Terms and Acronyms 

Affine 

transformation 

A transformation consisting of multiplication by 

matrix followed by the addition of a vector   

Bit A binary digit having a value of 0or 1 

Cryptology is the study  of two branches cryptography  and 

cryptanalysis 

Cryptanalysis is the study of mathematical tools trying to break the 

cipher 

Plaintext It is the original data to be encrypted. 

Cipher text It is the output  text  after the encryption of  the original 

data. 

Key It is a word or value used in the cryptographic model to 

cipher the message / decipher the encrypted data. 

Encryption A process of manipulating a message in such a way that it 

hides its content with the help of key.   

Decryption The operation of turning the encrypted data into its 

original form. 

Crypto  Analyst It is a specialist person in analyzing and breaking codes. 

Array An enumerated collection of identical entities (e.g., an 

array of bytes). 

Block Sequence of binary bits that comprise the input, output, 

State, and  Round Key. The length of a sequence is the 

number of bits it contains. Blocks are also interpreted as 

arrays of bytes. 

Byte A group of eight bits that is treated either as a single entity 

or as an  array of 8 individual bits. 

Round Key Round keys are values derived from the Cipher Key using 

the Key Expansion routine; they are applied to the State in 



 

 

the Cipher and Inverse Cipher. 

S-box Non-linear substitution table used in several byte 

substitution transformations and in the Key Expansion 

routine to perform a one-for-one substitution of a byte 

value. 

Word A group of 32 bits that is treated either as a single entity or 

as an array of 4 bytes 

IDEA The International Data Encryption Algorithm 

Add Round 

Key 

Transformation in the Cipher and Inverse Cipher in which 

a Round Key is added to the State using an XOR 

operation. The length of a Round Key equals the size of 

the State (i.e., for Nb = 4, the Round Key length equals 

128 bits/16 bytes). 

SubBytes Transformation in the Cipher that processes the State 

using a non¬ linear byte substitution table (S-box) that 

operates on each of the State bytes independently 

XOR Exclusive-OR operation. 

Nk Number of 32-bit words comprising the Cipher Key. For 

this standard, Nk = 4, 6, or 8. 

Nr Number of rounds, which is a function of Nk and Nb 

(which is fixed). For this standard, Nr = 10, 12, or 14. 

Nb Number of columns (32-bit words) comprising the State. 

For this standard, Nb = 4. 

Mix Columns Transformation in the Cipher that takes all of the columns 

of the State and mixes their data (independently of one 

another) to produce new columns. 

 



 

 

 

 شكر

فى البداية أود أن أحمد الله عز وجل على إعانتىى تممان    

 هذا العمل.

وأمقد  بخنلص الشار  واتتىاانن للداندل المشا فلى علاى      

وأ. .د. أحماااد عباااد  الب قااا قىرضااان اتااالى ال سااانلة أ.د. 

الحاانفل للاادعم المدااىم  تاا ال فىاا ل البحاا  والدراسااة       

 والى جله أثانء كىنبة هذا العمل.  

والادا  .وتمن لاشك فله أن الادعم المعاا ا المداىم  تاى     

خالل فىا ل الدراساة    واخا امى   ولاداأوالدمى وزوجى و

 له أكب  ت دود على إتجنح وإتجنز هذا العمل.

لايدااااعاى إلا أن أمقااااد  بخاااانلص الشاااار   وفااااى الا نيااااة 

والع فاانن فااى كاال تااى ساانهم بعلمااه أو ج ااد  أو دعمااه      

 بط يقة تبنش ل أو غل  تبنش ل فى إتجنز هذا العمل.

  


