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Abstract

Many organizations are in the process of connecting to the Internet
to take the advantage of Internet services and resources. While Internet
connectivity offers enormous benefits in terms of increased access to
information, Internet connectivity is not necessary a good thing for sites
with low levels of security. Firewalls are effective type of network
security. Most of the firewalls protect the private network by controlling
the traffic between the Internet and the private network based on the
header information in the packets or the commands in the payload part of
the packets.

In this thesis we propose a module, which can be added to the
firewall to extend the firewall functionality, by controlling the
communications based on the actual contents of messages that is to more
secure the critical information of certain organization from being sent
through the Internet.

The module depends on filtering the messages sent through the
Internet according to some keywords predetermined to be a clue for the
critical information of the organization.

Besides, we propose an artificial intelligence based intrusion
detection module to be used in detecting and preventing the misuse
intrusions. This module is added to the firewall to strengthen the firewall
that is by detecting the malicious behavior of the new attackers using
a new methodology of attacking the networks.

Keywords: -

Internet security, Firewalls, Packet filtering, Proxy services,
Intrusion detection.
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Introduction

The Internet is spreading very rapidly all over the world.
Connecting to the internet helps exchanging information between all
people connected to the internet .In spite of these benefits, the internet
could be the source of a lot of problems affecting the organizations
connected to it [1]. These problems, or security threats can be categorized
into two main categories, the first category includes the problems
affecting the confidentiality of the data, or simply thefting the data during
traveling through internet .The second category includes the problems
affecting the network resources such as computer, gateways, and routers.
These problems are caused by malicious users who are granted illegal
access to some private network through highly sophisticated tools. These
users are called hackers or attackers.

The success of attacker in attacking the private networks depends
in some types of attack in some bugs in the operating system, which
implements the network protocol. Some expert attackers exploited these
bugs and developed tools for attacking the private networks through the
Internet. Some success depends on the ignorance of some users
principles.

Several possible solutions to these problems have been proposed
and implemented. Some of these solutions are proposed by Bellovin
[2,3], who proposed a solution for the security problems in TCP/IP
protocol. Some of these problems are: TCP sequence number attacks, and
source routing. These solutions depend on some change on TCP/IP
protocol versions. The newest solutions now for protecting the local
networks against security problems or attackers are the firewall systems.

Firewalls are set of hardware, software or combination of both

which acts as a single point of connection between the private network




