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Thesis Summary 
 

Name: Mohammed Mahmoud Said Dawoud 

Thesis: A Security Framework for Cloud Computing Environments 

Degree: Master of Science in Electrical Engineering (Computer and Systems 
Engineering) 

 

Cloud computing is a promising technology that provides dynamic 

allocation of computing resources from a resource pool. Also, it has useful 

characteristics such as power saving and low running cost. On the other 

hand, the security risks of cloud computing are a major concern that slows 

down its market growth. There are many frameworks for handling security 

risks of cloud computing, most of them trust cloud service provider and 

do not focus on the new types of security risks that might face the cloud. 

In this thesis, a new security framework for cloud computing is introduced 

that mainly tries to tackle these problems. The introduced framework 

does not trust the cloud service provider. Most current frameworks 

cannot detect the attacks that may come from cloud service provider side 

or due to vulnerabilities or attacks at the cloud service provider system. 

Mainly because they consider the cloud service provider as trusted entity. 

Hence, a framework is needed that can deal with these issues and transfer 

the trust away from the cloud service provider to another trustworthy 

party. The introduced framework in this thesis keeps the sensitive data 

encrypted and a trusted authority is the only one that is able to decrypt 

and process the sensitive data. 
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CHAPTER 1 

Introduction 

 

 

 

 

 Cloud computing can be considered as the future of information 

technology infrastructure. It represents a major paradigm shift in this 

direction. Additionally, it provides on-demand allocation of computing 

resources [1]. These computing resources are allocated and released 

dynamically. Dynamic allocation has many benefits such as fast resource 

allocation, efficient resource management, energy saving, and lower cost 

[1]. Moreover, cloud computing environment has several new features 

due to its nature such as multi-tenancy, virtualization, and outsourcing of 

computing resources. These new features allow sharing of computing 

resources among cloud users [2]. Hence, resource sharing in cloud 

computing should be handled in a secured way to keep the security and 

privacy of data away from being violated [3]. 

 Conversely, cloud computing environment has some issues 

concerning data privacy and security. Consequently, one of the most 

important reasons that slows down the growth of cloud computing market 

is the data security risks at cloud computing environment [4]. Several 

security issues face cloud computing environments such as how to secure 

the data at the cloud, how keeping the data trusted at a data center that 
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belongs to someone the user does not know, and what are the risks that 

the data might face in this new environment. 

 Some of the issues which face the cloud computing and slow down 

its market growth are being solved. One of these issues is the calculation 

of billing values and the consumption values of computing resources due 

to the fact that the allocation of computing resources is dynamic [5]. 

Additionally, the computing resources are allocated and released freely 

and dynamically based on the actual needs for these resources. Hence, the 

dynamic allocation complicates the calculation of the accurate 

consumption values for the computing resources. 

 Solutions and suggestions have been proposed to treat some of 

these issues and the research is still trying to develop and improve the 

proposed solutions. Security in cloud computing is one of the most 

sensitive challenges that face the cloud computing. Normally, businesses 

may not pay much attention for the financial cost as much as they do for 

the data security and privacy at the cloud. Concerning to this challenge, 

many studies and security frameworks have been introduced to solve such 

a challenge. However, gaps may be found at the current introduced 

security frameworks. Additionally, cloud user still has security concerns of 

the cloud computing security risks and gaps. New security frameworks are 

still being proposed to tackle the security issues in cloud computing. 

 On the other hand, current security frameworks are more focused 

on traditional security concerns such as physical and system security. New 

aspects of security such as human-factors security, asset management, 

and security policy management need more elaboration [6]. These new 

security aspects are not present in the traditional data centers' security 

aspects. However, they are present in the cloud computing environment. 


