i il | i |
@ ASUNET
dmalal) cila glaal) A8l




e ]
@ ASUNET
dmalal) cila glaal) A8l

e ]|t oy Gl | et
@ ASUN ET

Ao Sy 3258 385




o | e | A
@ ASUNET

dmalal) cila glaal) A8l

il i et

plid g )Saall g (9 SN (35 31
.

Lebiausi g L g a3 1 Balal) O audied) Al aedd
Sl il A ¢y 98 ) 3B 2DEY) oda e

kil oo Ty aDIEY) 038 Jadas
00 40-20 (3o dpsead 4y s 35 4 5ia 20 — 15 (e Bl a da o b

To be kept away from dust in dry cool place of
15 — 25¢ and relative humidity 20-40 %




i | o ol |
@ ASUNET

dmalal) cila glaal) A8l

ity |y el Sl
@ ASUNET

FlL o,
i LAY




dmalal) cila glaal) A8l

ity |y el Sl
@ ASUNET

Sloe Yl |
J—ed 55




MULTIRECEIVER AUTHENTICATION CODES:
MODELS, BOUNDS, AND CONSTRUCTIONS

By

Tamer Hashem Farag

SUBMITTED IN PARTIAL FULFILLMENT OF THE
REQUIREMENTS FOR THE DEGREE OF
MASTER OF SCIENCE
AT
DEPARTMENT OF MATHEMATICS
FACULTY OF SCIENCE
CAIRO UNIVERSITY
GIZA, EGYPT

Supervisors

Prof. Dr. Laila IF. Abdelall Dr. Hassan Aly

© Copyright by Tamer Hashem Farag, 2001

o4l



Approval Sheet

Tile of the Master thesis:

Multireceiver Authentication Codes: Models,
Bounds, and Constructions

Name of the candidate:

Tamer Hashem Farag

Submitted to:

Department of Mathematics — Faculty of
Science — Cairo University

Super vision Committee:

Prof. Dr. Laila F. Abdelal L.+ D&A&Q
Dr. Hassan Aly

Head of the Department:

Prof. Dr. M. Amer M AW
WeyG,300 2



Mailing addresses

The supervisors

e Prof. Dr. Laila F. Abdelall
Department of Mathematics,
Faculty of Science,

Cairo University,
Giza, Egypt.

email:laila@math-sci.cairo.eun.eq

e Dr. Hassan Aly
Department of Mathematics,
Faculty of Science,

Cairo University,
Giza, Egypt.

email-haly@math-sci. cairo.eun.cg

The author

e Tamer Hashem Farag
Department of Mathematics,
Faculty of Science,

Cairo University,
Giza, Egypt.

email: hftamer@acm.org



| Contents
List of Tables v
List of Figures vi
Preface vii
Acknowledgments X
1 Introduction 1
1.1 Information Security and Integrity . . . . . . .. ... ... ... 1
1.2 Authentication . . . . . . . . . . . e 9

1.3 Mathematical Background . . . . . . ... .00 12
1.3.1 Probability . . . . . ... 12

1.3.2 Random variables . . . . . . . . . . . ..o 14

1.3.3 Entropy . . . . . . . e 17

1.3.4 Mutual information . . . . . . . . .. ... 21

1.3.5 Projective finite spaces . . . . . . . .. ... 23

2 Authentication Codes 26
2.1 Conventional Authentication Code . . . . . . . . . . .. ... .... 27
2.1.1 Combinatorial bounds . . . . .. . .. ... ... ... ... 30

2.1.2 Information theoreticbounds . . . .. .. . .. ... .. ... 34

2.1.3 Otherbounds . . . . . . . . . . .. 37



22

2.1.4 Construction . . . . . . . . . . e

Some modifications on A-code . . . . . .. ...
221 A-code with multipleuse . . . . . . ... ...
222 A-codewith arbiter . . . . . . .. ... ... .
223 Systematic A-code . . .. .. ... L

3 A-code with Inside Attacker

3.1
3.2

3.3

The A-code with inside attacker Model . . . . . . . . ... ... ...
Bounds . . . . . . .. e
3.2.1 Inside attacker versus Outside attacker . . . . . . . . . .. ..

Constructions . . . . . . v v v e e e e

4 Multireceiver Authentication Codes

4.1 The MRA-code Model . . . . . . . . ... .. .
4.1.1 Attacks . . ... .o
4.1.2 Outside attacker . . . . . . ... ..o o0
413 Imsideattacker . . . . . . ... ...

4.2 Bounds. . . . . . .
421 Combinatorial bounds . . . . ... ..o
4.2.2 Information theoretic bounds . . . . . . .. .. ... .. ...
423 Otherbounds . . ... .. ... . ... ..o .
4.2.4 Insider versus OQutsider . . . . . . . ... ... .00

4.3 Constructions . . . . . . . . ..

Remarks . . . . . . e

Some concluding remarks

Bibliography

Index

43
44
48
53
a7

60
62
64
64
65
67
69
72
76
78
83
85

86

&9

94



List of Tables

11

21
2.2
2.3
2.4

A partial list of common information integrity and security functions 7
f-table of example 2.1 . . . . . ... o000 31
f-table of example 2.2 . . . . . ... Lo 34
f-table of example 2.3 . . . . . ... 34
J-table of example 24 . . . . . ... oL 40



List of Figures

1.1
1.2
1.3

2.1

3.1

Normal transmission . . . . . . . . 0 e e e e e e 2
Security objectives . . . . . . .. ... 4
Categories of attacks . . . . . . . . .. ... ... 6
The model of authentication . . . . . . . . . . .. . ... ... ... 27
The model A-code with inside attacker . . . . . . . . . . . ... ... 45

vi



L Preface

In our life, the skillful use of information is the key to success in every profession.
Whether one is a teacher, a lawyer, a doctor, a polilician, a manager, or a corporate
president; the main ingredient in the work involved is how to get, how to use, how
to manage, how to develop, how to protect, and how to disseminate information.
Today, most information is stored in electronic form. This medium offers many
potential advantages: data can be stored and communicated very cheaply and massive
amounts of data can be accessed instantaneously using databases. On the other hand,
data stored in this way faces new and heightened threats; an asset of the system
may become unavailable, an unauthorized party may gain access to an asset, or an
authorized party may insert counterfeit objects into the system.

Throughout all structures that use information in electronic form, security aspects
in the case of computer networks need special attention, because of the inclusion of
many different components, operations, resources, and entities. As a matter of fact
communication over open networks is very cheap, but represents easy pickings for an
adversary who wants to intercept, modify, or inject data.

To benefit from the advantage offered by electronic data storage and open net-
works, information security must therefore provide techniques capable of supplying
confidentiality, integrity, and availability in this new environment.

Information security focuses on four general security services that encompass the
various functions required for an information security. The most common known
services are privacy, data integrity, authentication, and nonrepudiation.

Qur issue here is the authentication service. Authentication ensures from the

vii



message source and the message substituling during transmission. In other words, it
prevents the substitution' and impersonation® attack.

Authentication service can be computationally secure, which depends on the ex-
isting computational power. Or unconditional secure, which is independent on the
power of computation; it is with fixed maxinmum probability of attack. Unconditional
authentication service is called authentication code (A-code).

One can observe that the traditional A-code {akes place in point-to-point con-
nection. That is, cach authenticated message is sent from one transmitter to one
receiver. There are multi-points-to-point, point-to-multi-points, and multi-points-to-
multi-points transmissions in the real network transmissions. Desmedt et al. (9}, in-
troduced the authentication code for multi-points-to-point and point-to-multi-points
transmissions, while et al. {12], studied the group authentication code, which deal
with multi-points-to-point. In 1999, Safavi-Naini and Wang [34], introduced a formal
definition of Multireceiver authentication code, which is an anthentication service in
point-to-multi-points transmissions.

The goal of this work is to examine multireceiver authentication code. It is an
authentication code like that of Simmons’s [35], where the transmitted massage is to
be received by a finite number of receivers. These communications take place in the
presence of an eavesdropper or opponent.

Desmedt et al. [9], showed that (k,n) multireceiver authentication code in which
an opponent and any k — 1 receivers cannot cheat any other receiver. Kurosawa
and Obana [24] derived a combinatorial lower bounds on the probability of success in
impersonation and substitution attacks, and characterized Cartesian multireceiver au-
thentication code that satisfies the bounds with equality. Safavi-Naini and Wang [34]
derived information theoretic lower bounds on the probability of success in imper-
sonation and substitution attacks against a single receiver by a group of receivers,
obtained a lower bound on the number of encoding rules of transmitter and receivers,
and also lower bounds on the message length of the transmitter in terms of the decep-
tion probability. Also they discussed two extensions of multireceiver authentication

code, which are defined by them in a formal way, and they gave constructions for

YThe transmitted message is substituted by another before delivering,.
2The attacker sends a message to the receiver instead of the sender.



each.

The authentication service in point-to-multi-point scenarios is treated within this
work in two ways: A-code with inside attacker, and a new direction of multireceiver
authentication code MRA-code.

The A-code with inside attacker is an A-code, however each message is to be
transmitted to any selected receiver out of n receivers. A distributed operating system
selects an idle processor to run the user command. In this situation the A-code
with inside attacker will prevent that processor from being used by an unauthorized
machine.

The MRA-code is also an A-code, but with m receivers for the transmitted mes-
sage out of n legal receivers. Again consider the case of distributed operating system,
assume that the system wants to send a common piece of information to his cur-
rently working machines; the MRA-code will prevent these machines from losing the
integrity of the transmitted message.

Any MRA-code has ordinary opponent which is called outside attacker, and a new
type of attackers with respect to the traditional authentication code, which is called
inside attacker. Actually the multireceiver authentication code, that was introduced
in [34], has studied the case in which a group of receivers attacks another single
receiver. In this work we study the case in which one receiver cheat other group of
receivers, he acts as the transmitter by impersonation or substitution attacks.

In this thesis, information theoretic and combinatorial lower bounds on the prob-
ability of success in impersonation and substitution attacks have been derived in each
new A-code. Other combinatorial and information theoretic bounds have been com-
puted on the sizes of the source states set and the encoding rules set. Constructions
that met these lower bounds are given. Definitions of the perfect schemes and some
other theorems related to them have been stated.

Parts of this thesis are included in:

e H. Aly and T. Farag, New Directions in Multireceiver Authentication Codes,

submitted to Information and Computation [3].

e H. Aly and T. Farag, A-code with inside attacker, submitted to International

journal of Information Security [2].



