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Abstract

Ayman Elsayed Elsayed Taha
Intrusion Detection Correlation in Computer Network

Using Multi-Agent System
Doctor of Philosophy Dissertation
Ain Shams University, 2011

Alert and event correlation is a process in which the alerts produced by
one or more intrusion detection systems and events generated from
different systems and security tools are analyzed and correlated to provide
a more succinct and high-level view of occurring or attempted intrusions.
Current correlation techniques improve the intrusion detection results and
reduce the huge number of alerts in a summarized report, but still have
some limitations such as a high false detection rate; missing alerts in a
multi-step attack correlation; alert verifications are still limited; Zero Day
attacks still have low rates of detection; Low and Slow attacks and
Advanced Persistent Threats (APTs) cannot be detected; and some attacks
have evasion techniques against IDSs. Finally, current correlation systems
do not enable the integration of correlations from multiple information
sources and are limited to only operate in IDS alerts. Agents and multi-
agent systems have been widely used in IDSs because of their advantages.

The thesis purpose is to prove the possibility of improving both IDS
Accuracy and IDS Completeness through reducing either False Positive
or False Negative alerts using correlation between different available
information sources in the system and network environment. The
dissertation presents a modular framework for a Distributed Agent
Correlation Model (DACM) for intrusion detection alerts and events in
computer networks. The framework supports the integration of multiple
correlation techniques and enables easy implementation of new
components.



The framework introduces a multi-agent distributed model in
a hierarchical organization; correlates alerts from the IDS with attack
signatures from information security tools and either system or
application log files as other sources of information. Correlation between
multiple sources of information reduces both false negative and false
positive alerts, enhancing intrusion detection accuracy and completeness.
Each local agent aggregates/correlates events from its source according to
a specific pattern matching. The integration of these correlation agents
together forms a complete integrated correlation system.

The model has been implemented and tested using a set of datasets.
Agent’s proposed models and algorithms have been implemented,
analyzed, and evaluated to measure detection and correlation rates and
reduction of false positive and false negative alerts.

In conclusion, DACM enhances both the accuracy and completeness of
intrusion detection. DACM is flexible, upgradable, and platform
independent. It decreases the audit load and the time cost required to
obtain effective situational understanding; increases the coverage of the
attack space and forensics; and improves the ability to distinguish the
serious attack from the less important ones or identify the kind of needed
reaction. DACM can also be used to enhance the early detection
capability of APT. Finally, DACM can be used as a real time system with
minor modifications. We think that this is a promising approach
successfully combining correlation techniques with agent technology in
intrusion detection systems in order to provide higher security for
computer networks and internet services.
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