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Abstract

With the recent remarkable and fast evolution in telecommunication and
computing technologies, great amounts of individuals’ data are collected and
used by several organizations in the society. This includes diverse data sources,
often for data of high dimensionality. At the same time, most of these data are
stored in tabular format and can include sensitive content.

In some cases, some organizations need to share these gathered data to be
used in business analysis, decision making or scientific research purposes,
which can involve sensitive information about individuals. However, these
data cannot be published in their original form to other third parties, due to the
associated privacy concerns. Consequently, preserving data privacy represents
an essential task in order to allow such data to be published with the guarantee
of preserving individuals’ privacy when sharing their included private data.
This protects the identity of individuals from being discovered, and their
sensitive information from being disclosed by any intruder through the
published data. The data required to be published can be static or dynamic
from data streams, including Single Sensitive Attribute (SSA) or Multiple
Sensitive Attributes (MSA). In this context, Privacy-Preserving Tabular Data
Publishing (PPTDP) has drawn considerable attention from the research
community, where different anonymization approaches have been proposed to
preserve the privacy of individuals’ tabular data.

This thesis introduces a comparative study to analyze and evaluate the
main different data anonymization approaches that have been introduced in
PPTDP. The study investigates the three broad areas of research: SSA, MSA
and data streams. A detailed criticism is presented to highlight the strengths
and the weaknesses of each approach, supported by detailed comparison tables.
In addition, the presented study investigates the deployment of the data
anonymization approaches in the cloud and Internet of Things (loT)
environments. Besides, a research gap analysis is discussed, with a focus on
capturing the current state of art in this field in order to highlight the future
directions that can be considered. In addition, we consider the area of privacy-



preserving of static data publishing by proposing an Enhanced Additive Noise
(EAN) approach for privacy-preserving microdata with SSA publishing. The
EAN approach enforces a newly-proposed privacy constraint on the value of
Sensitive Attribute (SA) in the published data, whereas the original values of
the other attributes are published to preserve better data utilization and
attributes’ distribution. Hence, the proposed approach maintains better
published data utility to allow more accurate mining and analytical results from
the published data, where more robust privacy protection against privacy
attacks is provided.

On the other hand, data streams have become a widely-adopted data
representation format in many real-world domains and applications. Similarly,
this data streaming may be needed to be published for different scientific
research, mining, or analysis purposes. However, such streams may also
contain personal-specific data that could be considered as sensitive data about
individuals. When sharing these streams, these sensitive data should be well-
protected against many privacy disclosure attacks to preserve individuals’
privacy. This makes the privacy preserving of data streams, while maintaining
their utilization, is a real challenge. Consequently, in this thesis, the area of
privacy-preserving of data stream publishing is investigated, where some
research studies have started to consider different ways of privacy-preserving
to publish such data streams. However, the investigated approaches consider
data streams with only SSA. In addition, they do not protect the published
streams from all possible privacy attacks. Thus, this thesis proposes a novel
Restricted Sensitive Attributes-based Sequential Anonymization (RSA-SA)
approach for privacy-preserving data stream publishing, in which stream tuples
are anonymized sequentially. Besides, two new privacy restrictions are
introduced to restrict the published Sensitive Attributes (SAs) values:
Semantic-diversity and Sensitivity-diversity. Thereby, RSA-SA approach can
protect the sensitive values of the published data streams against the related
privacy attacks, which are the attribute disclosure, skewness, similarity, and
sensitivity attacks. In addition, RSA-SA approach handles data streams that
have either single or multiple sensitive attributes with a minimum information
loss and delay time. Therefore, the data utility of the published data streams is
efficiently maintained to provide more accurate mining and analytical results
out of such streams, where robust invulnerability to privacy attacks is
sustained.



Table of Contents

ACKNOWIEAQEMENT ... i
ADSTFACT ... s ii
Table OFf CONTENTS ......ocveiiieciece e %
List of ADDreviations..........ccccvviiiiiiec e viii
LIST OF FIQUIES ...t Xi
LiSt Of TaDIES. ... Xiii
List Of PUBIICAtIONS........ccviiieecie e XV
Chapter 1: INtrodUCTION .........coeiiiiiiiieie e 1
1.1 OVEIVIBW ...ttt sttt ae e sneenne s 1
1.2 Problem Definition and Contributions ...........cccccevevivereeneene. 5
1.3 Thesis Organization............ccoveveveieneneniseeee e 9
Chapter 2: Comparative Study for PPTDP Approaches from Web to
(@4 [0 5 o USSR 10
2.1 Single Sensitive Attribute Approaches............cccocveeiinenins 11
2.1.1 Generalization-based Approaches..........c.ccoceveniiencinnnnn. 12
2.1.2 Generalization-based with Restricted Sensitive Values
APPIOACNES ... s 14
2.1.3 Bucketization-based ApProaches ...........cccocevererenernnennn 19

2.2 Multiple Sensitive Attributes Approaches.............cc.ccoevvuenne. 26
2.2.1 Generalization-based with Restricted Sensitive Values
APPIOACNES ...t s 26
2.2.2  Variations on Generalization-based with Restricted Sensitive
Values APPIOACHES.......ccueiiiiiiiiiieiee e 27
2.2.3 Bucketization-based ApProaches ...........cccooevererenenennnnns 29

2.3 Data Stream APProaches .........cccocevveieiieerie s 31



2.3.1 Generalization-based Approaches..........c.cccceveviieiinnnnnn. 32

2.3.2 Bucketization-based ApProaches ...........cccoocevererencrennnnn 35
2.3.3 Count-based Sliding Window Approaches ............c.cc.ccoue..e. 37
2.3.4 Time-based Sliding Window Approaches.............ccccceevrvene. 40

24 PPTDP in the Cloud Environments.........cccccoevvveveiiennennnns 43
2.5 PPTDP iN 10T .ot 46
2.6 Discussion and Research Gap .........cccccevvveveivieiievesieseennens 49
Chapter 3: Enhanced Additive Noise Approach for Privacy-
Preserving Tabular Data Publishing............ccccoveiiiiiiiiccceieee 54
3.1 Problem Statement and Contributions...........cccccocevevviennene. 54
3.2 The Data MOdel .......ccooeeiiiiiiiiee e 55
3.3 The Proposed FrameworK..........cccccevveveeieiiene e 56
3.3.1 The Anonymization ProCesS.........cccovvevveiieiveriesieseesie e 56
3.3.2  Privacy Preservation GUarantees...........c.ccevvvevveseeseervesneene 57
3.3.3 Data Utility Measurement ............cccccvevveiieeiveveciese e 57
3.34  The Algorithm .......ccoovvii e 58

Chapter 4: Restricted  Sensitive  Attributes-based  Sequential
Anonymization (RSA-SA) Approach for Privacy-Preserving Data

Stream PUbliShing ..o 60
4.1 Problem Statement and Contributions...........cccccocevevviennenn. 60
4.2 The Data MOdel ........c.ooveiiiiiiiiee e 65
4.3 The proposed Framework..........ccocevveveeveiiene e 65

4.3.1 The Pre-Processing ProCess.........cccccvevieiieeieeiiieeseesie e 66
4.3.2  The ANONymization PrOCESS........ccccvveeieeiiieerieiieeseesie e 67
4.3.3 Privacy Preservation GUarantees..........cccevveevveiveerieesivesnnnens 71
4.3.4  Accumulation and Processing Delay Problems.................... 71
4.35  Data ULty ....cooooiiiiiiiieeeee s 72
4.3.6 The AIGOrithm ..o 73
4.4 Threats to Validity ... 76

Vi



Chapter 5: Experimental Approach and Results..............cc.ccooeninnnne. 78

5.1 The Experimental Approach and Results of EAN Approach...
.............................................................................................. 78

5.1.1 Execution Time with Different Dataset Sizes ...................... 78
5.1.2 Execution Time with Different Diversity Parameters.......... 80
5.1.3 Information Loss per Tuple with Different Diversity
PAraQmELEIS ... s 81

5.2 The Experimental Approach and Results of RSA-SA
APPIOACH L. 82
5.2.1 The Experimental Approach..........c.ccocoviiiiiiiiiiniiinnn 82
5.2.2 Experimental Results of Data Streams that have Single
Sensitive AIFDULE (SSA) ..o 85
5.2.3 Experimental Results of Data Streams that have Multiple
Sensitive AFDULES (MSA) ..o 91
Chapter 6: Experimental Discussion and Evaluation....................... 100
6.1 Discussion and Evaluation of EAN Approach Results ...... 100
6.2 Discussion and Evaluation of RSA-SA Approach Results 100
Chapter 7: Conclusions and Future WOork ............cccocevviieiivenennnnnn. 106
o] (] =] (o1 SRR 108

vii



ABE

ABS

AD

ADM

AN
ANGELMS
APE

APTT

BUG
CASTLE

CAVG
CSv
DA
DF
DGM
DM
DU
EAN
EC

El
EMD
HDFS

List of Abbreviations

Attribute-Based Encryption

Attribute Based Signatures

Attribute Disclosure

Anonymous Data Sets Management

Additive Noise

Anatomy and Generalization on Multiple Sensitive attributes
Average Protecting Expectation

Average Processing Time per Tuple

Bottom-Up Generalization

Continuously Anonymizing STreaming data via adaptive
ClustEring

Normalized Average EC size
Comma Separated Values

Data Anonymization
Delay-Free

Domain Generalization Hierarchy
Discernibility Metric

Data Update

Enhanced Additive Noise
Equivalence Class

Explicit Identifier attributes
Earth Mover Distance

Hadoop Distributed File System

Identity Disclosure

viii



ILT
loT
KNN
LBS
MD
MSA
NCP
NLP
NSAs
PA
PPDP
PPTDP
PSI
QIDs
QIT

QIT
RSA-SA

SA
SANATOMY
SAs

SeA

SiA

SKA

SKY

SSA

ST

Information Loss per Tuple

Internet of Things

K-Nearest Neighbor

Location-Based Services
Membership Disclosure

Multiple Sensitive Attributes
Normalized Certainty Penalty
Normalized correlation Loss Penalty
Non-Sensitive Attributes
Permutation Anonymization
Privacy-Preserving Data Publishing
Privacy-Preserving Tabular Data Publishing
Privacy Specification Interface
Quasi Identifier attributes
Quasi-Identifier Table
Quasi-Identifier Tuple

Restricted Sensitive Attributes-based
Anonymization

Sensitive Attribute
Stream ANATOMY
Sensitive Attributes
Sensitivity Attack
Similarity Attack
Skewness Attack

Stream K-anonYmity
Single Sensitive Attribute

Sensitive Table

Sequential



ST

Sw
SWAF
TDS
TPTDS
WCDSA

Sensitive Tuple

Sliding window

Sliding Window Anonymization Framework
Top-Down Specialization

Two-Phase Top-Down Specialization

Weak Clustering-based Data Streams k-Anonymity



11

2.1

3.1
4.1

4.2

4.3

4.4

5.1

5.2

5.3

54
5.5

5.5(a)
5.5(b)
5.5(¢c)
5.6

List of Figures

An abstract architecture of Privacy-Preserving Tabular Data
Publishing (PPTDP)

The deduced categorization for the different PPTDP
approaches.

An abstract architecture of the proposed EAN approach.

Privacy preservation data stream publishing using the
accumulation-based method (an example of satisfying 2-
diversity principle).

The architecture of the proposed RSA-SA approach for
privacy-preserving data stream publishing.

The anonymization process of RSA-SA approach using the
semantic-diversity restriction.

The anonymization process of RSA-SA approach using the
sensitivity-diversity restriction.

Execution time of AN and EAN approaches with different
dataset sizes.

Execution time of AN and EAN approaches with different
diversity parameters.

Information loss per tuple of EAN approach with different
diversity parameters.

Sample of tuples in the used Adult dataset.

Sample for the categorization file and screenshots for the
developed system.

Data configuration and Pre-processing window.
The anonymization window.
Sample for the categorization file in case of two SAs.

Average Processing Time per Tuple (APTT) with different data
stream dimensions.

Xi

11

57
63

67

69

70

79

80

81

83
84

84
84
85
87



5.7

5.8

5.9

5.10

5.11

5.12

5.13

5.14

5.15

5.16

5.17

5.18

5.19

Average Processing Time per Tuple (APTT) with different data
stream sizes.

Average Processing Time per Tuple (APTT) with different
diversity parameters.

Information Loss per Tuple (ILT) with different data stream
dimensions.

Information Loss per Tuple (ILT) with different data stream
sizes.

Information Loss per Tuple (ILT) with different diversity
parameters.

Average Processing Time per Tuple (APTT) of RSA-SA
approach with different data stream dimensions.

Average Processing Time per Tuple (APTT) of RSA-SA
approach with different data stream sizes.

Average Processing Time per Tuple (APTT) of RSA-SA
approach with different diversity parameters.

Average Processing Time per Tuple (APTT) of RSA-SA
approach with different number of sensitive attributes.

Information Loss per Tuple (ILT) of RSA-SA approach with
different data stream dimensions.

Information Loss per Tuple (ILT) of RSA-SA approach with
different data stream sizes.

Information Loss per Tuple (ILT) of RSA-SA approach with
different diversity parameters.

Information Loss per Tuple (ILT) of RSA-SA approach with
different number of sensitive attributes.

xii

87

88

89

90

91

93

93

04

95

96

97

98

99



11
2.1
2.2
2.3

2.4

2.5

2.6
2.7

2.8
2.9

2.10

211
2.12
2.13
4.1

4.2

6.1

List of Tables

Original raw data format in PPTDP.
Example for 3-anonymity table of Table 1.1.
Example for 2-diversity table of Table 1.1.

The Quasi-ldentifier Table (QIT) of the anonymized tables of
Table 1.1.

The Sensitive Table (ST) with 2-diversity of the anonymized
tables of Table 1.1.

Comparison between SSA privacy models with respect to
privacy attacks they face.

General comparison between SSA privacy models.

Comparison between MSA privacy models with respect to
privacy attacks they face.

General comparison between MSA privacy models.

Comparison between data stream privacy models with respect to
QIDs generalization and SAs restriction.

Comparison between data stream privacy models with respect to
privacy attacks they face.

Original microdata input stream.
4-anonymity generalized table of Table 2.11.
The sensitivity levels table of attribute disease.

The categorization of the distinct domain values of the “Disease”
attribute according to their semantics (sensitive categories).

The categorization of the distinct domain values of the “Disease”
attribute according to their sensitivity (sensitivity levels).

Discussion results with respect to the Information Loss per Tuple
(ILT) in the SSA case.

Xiii

13
16
21

21

23

24
30

30
42

42

51
51
52
62

62

103



6.2

6.3

6.4

Discussion results with respect to the Average Processing Time
per Tuple (APTT) in the SSA case.

Discussion results with respect to the Information Loss per Tuple
(ILT) in the MSA case.

Discussion results with respect to the Average Processing Time
per Tuple (APTT) in the MSA case.

Xiv

103

104

104



[1]

[2]

[3]

List of Publications

Saad A. Abdelhameed, Sherin M. Moussa, and Mohamed E. Khalifa,
“Privacy-Preserving Tabular Data Publishing: A Comprehensive
Evaluation from Web to Cloud”, Computers & Security, Elsevier, IF
2.849, pp. 74-95, 2018, DOI: 10.1016/j.cose.2017.09.002, 72.

Saad A. Abdelhameed, Sherin M. Moussa, and Mohamed E. Khalifa,
“Enhanced Additive Noise Approach For Privacy-Preserving Tabular
Data Publishing”, In Intelligent Computing and Information Systems
(ICICIS), 2017 IEEE Eighth International Conference on, pp. 284-291.
IEEE, 2017.

Saad A. Abdelhameed, Sherin M. Moussa, and Mohamed E. Khalifa,
“Restricted Sensitive Attributes-based Sequential Anonymization
(RSA-SA) Approach for Privacy-Preserving Data Stream Publishing”,
Submitted to Information Sciences, Elsevier, IF 4.832, 2017.

XV



