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ABSTRACT

The demand for efficient, real time video cryptography systems has grown over the
last decades from a problem that concern only military authority, to the primary
concern of both civilian and military authorities. Civilian applications like health
services (telemedicine, medical records etc.), commercial subscription television
channel are demanding for video security for the legal personal data protection
requirements or for commercial concerns.

In this dissertation the design and implementation of a modified Electronic Code
Book (ECB) mode for the Rijndael Advanced Encryption Standard (AES) real time
video encryption algorithm is developed. Field Programmable Gate Array (FPGA) is
selected as an implementation platform for its advantages in both encryption process
and video data process. In proposed system, selective video encryption scheme is
applied where all active video data are encrypted and other inactive video data and
embedded video timing reference data are left unencrypted to achieve the format
compliance with highest level of security.

A self-synchronized cipher key mechanism based on the embedded video timing
reference signals is designed and implemented to overcome the security leakage in
case of using block cipher algorithms (like Rijndael) in ECB mode of operation and to
reduce the possibilities of cryptanalytic attacks which are used to recover the
encryption key from the cipher texts (like brute force attacks).

Besides, different video cryptography system evaluation criteria are discussed like
throughput, cryptographic security, visual degradation, etc. that are used to evaluate
the proposed system.

In order to accommodate the integrity nature and huge size of video signals during
high level testing of the proposed system, four different tests are applied. Tests include
the wuse of internally generated video pattern for system stimulation
before using external NTSC video-camera source.

Key words: FPGA, video encryption, selective encryption, AES (Rijndael).
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