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Abstract

This thesis provides a set of techniques that can preserve large Data sets.
These techniques deal with large data set independent on where data is stored,
also can prove copyright, ownership, and integrity. Data can be stored on
entire database engines inside a given business borders or even in a data ser-
vice over the cloud. This thesis introduce namely (1)Watermarking Rational
Database with Non Repudiation (WRDN) ,(2)Enhanced Watermarking Tech-
nique for Rational Database with non-repudiation (EWRDN), (3)Enhanced
Watermarking Approach for Secure Database Service.

WRDN protect the ownership of relational database by adding only one
hidden column. The calculation of this formula is based on the values of other
numeric and textual columns. Moreover, it traces the updated data made by
each users. It survives by 100% against insertion and deletion attacks. At
the same time, it fails in case of alternation attacks. So, some changes needed
to be made in order to save data over traditional DBMS engine and Cloud
environment. EWRDN is based on a set of enhancements for the WRDN
approach. It improves space complexity by 56% of original WRDN system
with the same time complexity. Moreover, EWRDN as a differentiated quality
service has been proven to provide two different data compression qualities. It
has been proven that the arithmetic encoding has a fixed recovery ratio equal
to one. At the same time, the transform encoding saves space and consumed
less time to recover data. EWRDN service works as a trusted third party
between clients and service providers. It guarantees data integrity and non
repudiation. It recovers data to its origin in case of errors or unauthorized
changes happened. Moreover, it gives data owner more controlling capabilities
for their data, by tracing user’s activities.

Security for data exchange and Trust between the service providers and
clients re very important concerns in cloud environments. EWRDN service
provides data security means as integrity, secrecy, non repudiation and pri-
vacy using data watermarking and compression techniques. As a service, it
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consider exchanging data through many could services. Moreover, it gives
the users the ability to recover data, if suspected changes happened using a
Digital Signature Standard (DSS). It is proposed to be a part of the Service
Oriented Architecture (SOA) of a Trusted Third Party (TTP). Until now and
to the best of our knowledge, EWRDN service is not realized in a real cloud
environment. A real implementation for EWRDN Service inside a TTP SOA
is elaborated. The results have shown that, the proposed service coordina-
tion can provide protection against all of the experienced database security
threats. Nevertheless, other performance issues like the required time and
space of handling data have been analyzed showing a high achieved perfor-
mance of the proposed service.
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Chapter 1

Introduction

Data and information considered as one of the major and critical assets owned
by organizations or individuals. They need suitable management to ensure the
correct running of those entities. Where, they stored inside business border
or over Cloud business world. As a result, they need being used and analyzed
in a way to present and support improved services and leadership techniques.

Data confidentiality, integrity and availability considered as the major
threats that affect Databases over DBMS engine. To protect databases against
these types of threats four kinds of techniques needs to be implemented: 1.ac-
cess control, 2.inference control, 3.flow control and 4.encryption. At the same
time, it involves various categories of controls, such as technical, procedural
and physical. Also, discretionary or mandatory security mechanisms needs to
be applied.

Organizations or individuals determines moving their critical data to the
Cloud need to ensure data security. Security is about the way to prove data
confidentiality, authenticity, and availability. Also, they need to prove that
the data is confidential, authentic, up to date, and exists. So, one needs
to involve data in a security service to protect from risks and errors. Such
security services considered one of the top research areas in Cloud which
consumes huge number of investments.

Although Cloud Service Provider (CSP) provides benefits to their clients,
security risks play an important role resisting the development of any public
cloud environment [80]. Users of on-line data sharing or network facilities are
aware of the potential loss of privacy [71]. Protecting private and important
information against attackers or malicious insiders is vital. So, an important
question arises about the way to protect data from being exposed. In Cloud
scenarios there are three suspicious individuals for exposing data. They are:
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e Cloud Service Provider (CSP): is the organization that users choose in
order to use there cloud infrastructure, or cloud services.

e Internal Users: they are internal employees that already know major
systems and internal relations between systems. They also have rich
exposure to existing security procedures that can help them in preparing
for strong attack with the ability of covering their traces.

e Outsider Users: Drivers for such attacks vary from having it just for fun
to a method of generating money by selling their technical services or
by blackmailing others.

Therefore, how to save data from this three types is not an easy task.
Usually; attacker’s main goals are [88]: 1. Critical data leakage: where the
attacker is trying to view the data he has no authorities over. At the same
time, he has no intention of changing or damaging the data. So, he only needs
to steal information. 2. Critical data alternation: where the attacker main
work is to create as much damage as he can do by changing data values. 3.
A mix of the above two types. There are different techniques used to prove
data against the previous types. But, the main question is how to prove that
your data exposed or altered. Also, organizations need to have prof over who
exposed the critical data to take a legal action.

Moreover, there must be a well known technique to deal with data if errors
or crashes appear. Moving databases to large data centers involves many
security challenges [78]. Organizations need security aspects that supposed
to be provided by database systems. There are control issues related with
data accessing by a third party including data integrity, confidentiality, and
data loss or theft.

Most businesses need to protect confidential records and logical properties
from both external and internal threats. Consider a complete database secu-
rity system to balance the security and privacy of your data with employee
access. Developers recommend a database security model that sets controls
to provide limited use. But because data needs to be stored, copied and
made available instantly, database security remains a collaborative effort for
companies.

Now, there are many open problems in Cloud security that should be
addressed by CSP to convince end users to use the technology. The most
important concerns, from this work perspective, are to guarantee that users’
data integrity and confidentiality are attained while they are stored in the
Cloud. In a long, non transparent provider chain, it is difficult for an end-user



1.1. MOTIVATION 3

to even determine what security mechanisms applied to data in the Cloud.

A general overview of this thesis is presented in this chapter. It discusses
the research motivation and objective. Also, it discusses the methodologies
used to achieve the objective. It contains five sections. Section 1.1 illustrates
relevance of the thesis problem and the chosen solution approach. Based
on this motivation, Section 1.2 illustrates the thesis objectives. Section 1.3
discusses the research contributions. Section 1.4 discusses the methodologies
used in order to evaluate the idea of this research. The structure of the thesis
is described in Section 1.5.

1.1 Motivation

There are three issues that inspire the work of this thesis. The first one is
database security where it discusses the problems and measures that define
security in database. The second one, is the Cloud data security where it
starts with a discussion of the main problems that stops users from moving
there critical data to the Cloud and how to overcome it. Finally, is the trusting
issue. Where, it illustrates the reasons why users do not trust Cloud provider
and how to overcome this problems.

1.1.1 Database Security

Databases introduce several security requirements for their users and adminis-
trators. There are different types of threats that affect the database security;
Like data confidentiality, integrity and availability. Most businesses need to
protect there database confidential records and logical property from both
external and internal threats. Also, a various types or categories of controls,
such as technical, procedural/administrative and physical needs to be car-
ried out. In addition to, there are two types of two types of database security
mechanisms that could be applied (discretionary or mandatory security mech-
anisms). With violations of sensitive data arises, enhancement for security
features has been appeared to upgrade database security services.

Consider a complete database security system to balance the security and
privacy of your data with employee access. Developers recommend a database
security model that set controls to give limited use. But, because data needs
storing, copied and made available instantly, database security remains a
collaborative effort for companies. Security measures can be set using various
properties [29, 40]:
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e Authorization: is finding out if the person, once identified, is permitted
to have the resource.

e Authentication: is the way of protecting information from being exposed
by unauthorized users.

e Verification: The evaluation of whether or not a service or system com-
plies with a regulation, requirement, specification, or imposed condition.

e Encryption: is the process of transforming information (plain text) using
an algorithm (cipher) to make it unreadable to anyone except those
possessing special knowledge.

e Integrity: refers to the consistency and accuracy of the data stored in
a database. Data Integrity is based on how much accuracy of data,
dependability of information and protection from unauthorized modifi-
cation is required.

e Backups: refers to the copying and archiving of computer data so it
may be used to restore the original data after a data loss event.

1.1.2 Securing Database As a Service

Services are the main building blocks of any Cloud environments [94, 58].
Service model in Cloud offers the customers with important benefits, such
as improved efficiency and reduced costs. However, most schemes still facing
an important decision due to lack of knowledge about the ways their data
stored and secured. Managers are asking about issues regarding security,
ownership and reliability of the Cloud [58, 94]. It is the way to prove data
confidentiality, authenticity, and availability. Moreover, it means ensuring
that the data can gained access only by authorized users. So, they need to
get a clear understanding of the security and legal cost.

The issues surrounding confidentiality and integrity of data [34] are raised.
Companies need to have an understanding through logs and who accesses
the data should be available through CSP. This raises the problem of trust
between CP and customer. So, they needs to take legal action if their private
data are violated, and if it damage to their reputation. But, how users will
prove that violation? what is the ability for users to recover their original
data if data is tampering? In order to, solve these issue it can be divided
into [89, 70]:(a) how to make users control their data when it is stored and
processed in Cloud, (b) how to avoid data loss, leakage and unauthorized
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modification, and (c¢) who is responsible for ensuring legal requirements for
personal information.

However, to overcome the customer concerns about data security, CSP
needs to address these issues in advance. There is a strong worry about
insider breaches from provider, along with weakness in services that leads
to loss of sensitive data. Cloud services change the way developers deploy
there applications. They enabled small and huge businesses to focus on there
competencies without worrying much about the management and structure
of infrastructure. Also, it abstracts everything from Operating System (OS)
to middle-ware. This offers an environment for developer that can build their
applications without having to worry about beneath architecture. It offers a
service that provides complete software development life cycle management.
However, there are an important drawback where these advantages itself can
be helpful for a hacker to control cloud infrastructure and control what go
behind applications.

1.1.3 Trust Issues

Security is the major area of concern in Cloud environment. Users have to
authenticate themselves before reaching the services provided by the CSP.
So, trust forms the basis for secure identity provisioning. But, they need to
manage trust along with the risks associated with it [10]. In the same time,
trust has many soft securities features, such as, reliability, dependability, con-
fidence, honest, belief, trustfulness, security, and competence which makes it
the most complex relationship among entities [90]. Trusting issues in cloud
environments can be divided into four subcategories [89, 69]: (a)How to defi-
nition and evaluation trust, (b) How to handle changed information, (¢) How
to consider and offer difference security level of service according to the trust
degree, and (d) How to manage and to monitor trust.

According to top threats Cloud Computing Report [39], clients do not
trust CSP due to: Abuse and amoral use of Cloud environment, insecure
application interfaces, malicious insiders, weakness of shared technologies,
data loss or leakages, account and service hijacking and risk profiles are not
available. Outsourcing is the main idea of Cloud there are two types of attacks
faced. They are External attacker (any unauthorized person) can reach to the
critical data, as the control is not in the hands of the owner. So, CSP can
change the data, as data is to be kept in his property. Any kind of security
and privacy violation is critical and can produce horrible costs. So, more and
more business owners will feel safe to choose Cloud environment. Moreover,



