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Abstract 

Ola Mohamed Hegazy 

A Model of Security Protocols for Distributed Quantum Systems 

Doctor of Philosophy dissertation 

Ain Shams University, 2009 

 

In this thesis we propose a new protocol in information transmission 

security using a new technology based on the quantum theory that uses 

the quantum mechanics phenomena and characteristics, which give a 

higher level of security for any cryptography scheme. 

We present a new scheme here for direct secure and confidential 

communication between two parties, where there is no need for 

exchanging a shared key first, but alternatively, we construct an algorithm 

to send the message bits at the same time of sending the quantum bits that 

are used in the encoding process simultaneously on two different 

channels. 

Also, in our proposed algorithm, we apply an important application of the 

quantum systems that is superdense coding. This application procedure 

gives, not only a higher level of security, but also a higher efficiency for 

the transmission process, as in this procedure we encode two classical bits 

per one quantum bit. 

 

After demonstrating the main idea of the protocol, we introduce different 

kinds of errors that the quantum channel could be exposed to due to the 

noise effect, and with that we also introduce some error correcting 

schemes for some of them. 

As the effects of the eavesdropping on the quantum channel is very 

similar to the effect of the noise, we show in the security analysis some of 

the attacks that our protocol, and other quantum protocols, could be 

vulnerable to, and advice the way of treatment that we apply comparing 

with the other work in that issue of security. 

 

Finally, we introduce some other modifications that could be used as a 

future work in this direction.  
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1: Introduction 

Classical cryptography can be divided into two major branches; secret or 

symmetric key cryptography and public key cryptography, which is 

known as asymmetric cryptography. Secret key cryptography represents 

the most traditional form of cryptography in which two parties both 

encrypt and decrypt their messages using the same shared secret key. 

While some secret key schemes, such as one-time pads, are perfectly 

secure against an attacker with arbitrary computational power, they have 

major practical disadvantage that before two parties can communicate 

securely they must somehow establish a secret key. In order to establish a 

secret key over an insecure channel, key distribution schemes based on 

public key cryptography, such as Diffie-Hellman, are typically employed. 

In contrast to the secret key cryptography, a shared secret key is not 

needed prior to communication in public key cryptography. Instead, each 

has a private key, which remains secret, and a public key that they may 

distribute freely. If one party, say; Alice, wants to send a message to 

another party, Bob, she would encrypt her message with Bob’s public key 

then send it to him who is the only one who can decrypt it with his own 

private key. While there is no need to exchange a key, the security of 

public key cryptography algorithms are currently all based on the 

unproven assumption of the difficulty of certain problems, such as integer 

factorization or the discrete logarithm problem [Schneir, 1996] [Haitjema, 

2007]. 

  

Conventional cryptosystems such as DES or even RSA are based on a 

mixture of guess-work and mathematics. Information theory shows that 

traditional secret-key cryptosystems cannot be totally secured unless the 

key is at least as long as the plaintext, and it is used only once [Shannon, 

1949]. On the other hand, the theory of computational complexity now is 

not well enough to prove the computational security of public-key 


