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Abstract

The key management in cloud computing security became an incentive research
area, where resource collaboration and coordination become so prevalent in cloud
computing. Most researches focus on the authentication for two reasons; it is an
essential security aspect and is the first line of defense in cloud computing
environments. The main cloud computing authentication objectives are
security and efficiency. This thesis examines the application of hierarchal identity-
based authenticated key agreement in designing security key management for cloud

computing.

The most common key management in the cloud computing solution goes to the
Hierarchical ldentity-Based Cryptography (HIBC), which focused on encryption
and signature for access control cloud computing environment. Nevertheless,
authentication methods did not have the same interest. Many of the authentication
methods used with cloud computing environment are not efficient for large scale
multiple domains. Moreover, it is only used for access control but did not support

mutual authentication.

In this thesis, we propose a Hierarchal Identity-Based Authenticated Key
Agreement protocol (HIB-AKA). Our proposed protocol exploits new interesting
properties of Hierarchical Identity-Based Cryptography (HIBC) to replicate security

services provided by the Cloud Security Infrastructure (CSI). The CSI is based on
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Public Key Infrastructure (PKI) that supports standard X.509 certificates and proxy
certificates. Since our proposed protocol is certificate-free and has small key sizes,
it offers a more lightweight approach to key management than the CSI. Our protocol
presents a new technique of using a one-pass delegation protocol that makes use of
HIBC properties. This combination of lightweight key management and efficient
delegation protocol experimentally proved to be better in scalability than the existing

PKI-based approach to cloud security.
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Chapter 1

Introduction

1.1 Overview

Cloud computing is a computing model; in this model, resources (i.e servers,
networks, applications and other elements) are retrieved from the internet through
web-based tools and applications rather than a direct connection to a server. The
cloud model differs from traditional outsourcers in that customers do not hand over
their own IT resources to be managed. However, the cloud computing structure

allows access to information as long as an electronic device has access to the web.

Therefore, IT resources are plugged into the "cloud" for infrastructure services,
platform (operating system) services, or software services (such as SaaS apps),
treating the "cloud" much as they would an internal data center or computer

providing the same functions.

While cloud environments offer flexibility, scalability, there have been
commensurate concerns about security. As more data moves from centrally located
server storage to the cloud, the potential for personal and private data to be

compromised will increase. Confidentiality, availability and integrity of data are at
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risk if appropriate measures are not put in place prior to selecting a cloud provider

or implementing your own cloud and migrating to cloud services.

With such a broad scope, how can cloud environments sufficiently evaluate all
relevant risks to ensure that their cloud operations are secure? While traditional
security challenges such as loss of data, physical damage to infrastructure and
compliance risk are well known, the appearance of such threats in a cloud

environment can be remarkably different.

One of the first steps towards securing cloud environment is to review and update
existing IT policies to clearly define guidelines to which all cloud-based operations
must observe. Such policies implement formal controls and processes with the
specific aim of protecting data and systems in addition to fulfilling regulatory

compliance obligations.

Cloud security policies should be applied to both internal and third party managed
cloud environments. Whether building private or utilizing public cloud infrastructure
within the organization, the responsibility for cloud security is shared between your
organization and any cloud service providers you engage with. When showing
carefulness on cloud service providers carefully review their published security

policies and ensure that it aligns with your own corporate policies.

A fundamental security concept employed in many cloud installations is known as
the defense-in-depth strategy. This involves using layers of security technologies to
protect data and infrastructure against threats in multiple ways. In the event of a
security failure at one level, this approach provides a certain level of redundancy and
containment to create a robust security net. Security is more effective when layered

at each level of the cloud stack.
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