AIN SHAMS UNIVERSITY
FACULTY OF ENGINEERING
ELECTRONICSAND COMMUNICATION DEPARTMENT

Authentication Schemes for
Wireless Local Area Networks

A thesis submitted in partial fulfillment of the requirement of the
Ph.D. in Electrical Engineering

By
Ahmed Mettwally AbdElwahed Elnagar
M.Sc. Oct. 2001

Supervised by
Prof. Dr. Adel Ezat Elhenawy
Dr. Ahmed Aly AbdElhafez

Cairo-(2013)



AIN SHAMS UNIVERSITY
FACULTY OF ENGINEERING

Authentication Schemes for
Wireless Local Area Networks

A thesis submitted in partial fulfillment of the requirement of the
degree of the
Ph.D. in Electrical Engineering

By
Ahmed Mettwally AbdElwahed Elnagar
M.Sc., in Electrical Engineering
Military Technical Collage —Egyptian Armed Force

EXAMINERS COMMITTEE

Name Signature
Prof. Dr. Adel Ezat Elhenawy ( )
Prof. Dr. Elsayed Mostafa Saad ( )
Prof. Dr. Mohamed Hassan Abd Elazeem ( )
Prof. Dr. Ahmed Aly Abd Elhafez ( )

Date: / /



Statement of Original Authorship

This thesis is submitted as a partial fulfillment of
Ph.D.degree in  electrical engineering, Faculty of

Engineering,Ain Shams University.

The author carried out the work included in this thesis , and
no part of it has been submitted for a degree or qualification at

any other scientific entity .

Signature:

Student name: Ahmed Mettwally AbdElwahed Elnagar



Researcher Data

Name:Ahmed Mettwally Abd Elwahed Elnagar
Date of birth:29/2/1968

Place of birth: Cairo

Academic degree:M.Sc.

Field of specialization: Communication

University issued the decree:Military Technical Collage
—Egyptian Armed Force
Date of issuing degree: Oct 2001

Current job:Eng. Col. —Egyptian Armed Force



Abstract

The security has become an important issue in IEEE
802.11 Wireless Local Area Networks (WLANs) and it is
always a major concern for their development and those
networks based on wireless technology therefore as their
security measures increase, the tools and techniques used to

attack them from any third party also increase.

WLANSs are facing numerous problems linked to security
threat i1ssue from the point of view of Authentication,
Confidentiality, Data integrity, and Anonymity, which expose
legitimate users to several risks. This research addresses the
authentication process for wireless Local Area networks,
specifically Wi-Fi networks, while other security processes are

not within the scope of this research .

The authentication aspect is one of the major challenges
in WLAN security issues that proves the identity of a certain
entity requesting access to a network to reduce the possibility
of 1illegitimate wusers to hijack the target network via
impersonating a false identity. The 802.1X is a standard
securing protocol of the IEEE that acts as an authentication
framework for Wi-Fi networks. It's based on the Extensible
Authentication Protocol (EAP ) protocol and its deployed
method.



EAP is a general authentication protocol, it has been
widely used for that important aspect, which acts as an
envelope consisting of different types of authentication
methods that support various authentication procedures. The
EAP defines several types of authentication methods for Wi-Fi
networks, which can be classified into three categories: Secret-
key method (E.g. EAP-MD5, EAP-LEAP), Public-key method
(E.g. EAP-TLS), and Tunneled method (E.g. EAP-TTLS, EAP-
PEAP).

The Goal of this research is to analyze and show up the
flaw of the existing EAP methods and identifying new generic
EAP authentication methods. Forward one called EAP-
Moderate Weight Extensible Authentication Protocol (EAP-
MEAP) belongs to a secret-key methods category, while the
later one called EAP- Moderate Transport Layer Security
Protocol (EAP-MTLS) belongs to a Public-key methods
category according to the classification criteria of this

research.

These two generic EAP authentication methods enhanced
and developed into several variant forms to satisfy the
authentication requirements and they have a proper structure
to be implemented and efficient for IEEE802.11WLANs (Wi-
Fi and its application domains) as a solution to mitigate and
overcome those presented flaws based on their properties.

Finally, we have checked and verified the EAP- MEAP

Vi



security properties using the specialized model checker
AVISPA, which provides formal proofs of the security

protocols.

Key Words
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