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Abstract

Data is valuable, only, when it is correct and accurate. In this thesis, focus is driven
towards safeguarding stored data integrity from new malicious software (Malware)
attacks, and unauthorized modification attacks committed by insiders. Computer crime
and security surveys, however, revealed that, despite of the wide use of anti-virus
software and Access Control Lists (ACLs) security mechanisms to counter those two
types of threats, they are insufficient and ineffective. Therefore, this work is motivated to
minimize the negative effects of such attacks.

This thesis is devoted to analyze, design, and implement a security mechanism to verify
data integrity. This mechanism forms an additional data security layer underneath that of
ACLs to detect and prevent unauthorized modification to critical configuration and data
files. It integrates Biba strict integrity mandatory access control security policy with the
verification by comparison data integrity assurance method. It aims at detecting the
existence of new Malware, limiting its damaging effects, and preventing usage of ill-
gotten access rights.

The mechanism's security functional requirements were mapped into those mentioned in
standard number 15408 produced by the International Organization for Standardization
(ISO). This standard addresses protection of information from unauthorized modification
and disclosure. It provides a common set of requirements for the security functions of
information technology products and systems. Such mapping insured -to a high extent-
that the mechanism fulfilled standardized functionality.

Key Words: Data Security, Security Policy, Multilevel Security, Data Integrity
Verification, Access Control, ACL, DAC, MAC, ISO 15408.
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