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Abstract

The Mobile intermittent wireless connectivity limits the evolution of the mobile landscape,
such that the mobile usage progress is coupled with the ubiquitous nature of the Internet and
the web services. Achieving web service reliability results in low communication overhead
and correct retrieval of the appropriate state response. The most recent approaches that achieve
the reliability of web services consumption are the Middleware approach and Mobile Agent
(MA) approach.

In this thesis, we discuss and analyze the two approaches that achieve the reliability of web
services consumed by mobile devices, and propose three approaches based on an enhanced
architecture that achieves the reliability under various conditions with minimum
communication data overhead, these approaches are: Reliable Service Architecture using
Middleware approach (RSAM), Reliable Approach using Middleware and Web Socket
(RAMWS), and Reliable Approach using Mobile Agent and Web Socket (RMAWS).

The RSAM focuses on ensuring and tracking the request execution under the communication
limitations and service temporal unavailability constraints. It considers the most measurement
factors including: request size, response size, and consuming time. We conducted experiments
to compare the enhanced architectures with the traditional one. In these experiments, we
covered different cases to prove the achievement of reliability such that we considered, 3
request size classes (Small, Medium, Very Large), 4 response size classes (Small, Medium,
Large, Very Large), and 3 consuming time classes (Small, Large, Very Large “Leads to Time-
out”). The comparison results show that the request size was found to be constant, the
response size is identical to the traditional architecture, and the increase in the consumption
time was less than 5% of the transaction time with the different response sizes. The RAMWS
and RMAWS have proven to achieve the reliable web services consumption in terms of
overcoming the Time-out problem. The RMAWS is a hybrid approach between the mobile
agent approach and web socket open connection communication protocol. The RAMWS
architecture is a hybrid approach between the middleware approach and web socket protocol.
Moreover, we introduce the Two-Response approach, which the first one is the temporary
response that returns in a short time through the Representational State Transfer (REST)
service response, and the other is the actual response, which returns smoothly through the
open connection protocol.
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Introduction

The evolution of the mobile landscape coupled with the ubiquitous nature of the Internet and
the recent explosion of the cloud computing technology is facilitating the deployment of web
services. The web services are the perfect way to provide a standard platform and operating
system independent mechanism for enterprise and personalized mobile applications
communication over the Web.

Smart phones are gradually becoming the effective client platform to consume the services and
the pool of data and information. This is because cloud computing improves scalability and
consistency of services and data, and facilitates the deployment of enterprise and personalized
mobile applications [1].

The Mobiles “thin clients” are uncomfortable and expensive in terms of time and effort.
Because of their limited processing power and intermittent wireless connectivity, there is
uncertainty of whether the web service request was successfully received, was lost in the
Internet before reaching the server, or was partially processed. In the case the application
retries the operation and resends the request, it may be duplicated or cause an error, such as
two orders entered or two credit card charges.

Web services encapsulate Cloud Computing because Cloud Computing uses web services for
connections. Most of these cloud oriented services and data are deployed as web services that
are network-oriented applications [2]. The synchronization between a mobile device and a web
service is achieved through initiating a conversation in a request response pattern.

Mobile Cloud Computing (MCC) is the combination of cloud computing, mobile computing
and wireless networking to bring rich computational resources to mobile users, network
operators, as well as cloud computing providers [3].

The reliable web services through mobile cloud computing achieved using approaches that
focus on ensuring the request execution under the intermittent connectivity, services
unavailability conditions, moreover ensuring the appropriate response according to the request
state.

1.1 Client

Architecture enables client device to exchange data with a host [4]. The client architecture has
two types, thin client and thick or fat client. They will be discussed in the next two sub
sections.



1.1.1 Thin client
A client device allows exchanging data with a host with minimal processing at client level [4].
It has to be connected to the server all the time. It can run on any system support browser [5].

It is suited in data collection applications, especially in mobile environment because of limited
capabilities of mobiles [5].

1.1.2 Thick client

Is allowed to exchange data, but it has a local copy of the database, a local GUI and some
business logic on the handheld device. It doesn't need to be connected to the server all the time.
It connects to synchronize with the server to get updates.

1.2 Web services types and limitations

Web services act as self-contained components, which are published, located and invoked over
the web. The key concept behind web services is to provide a standard platform and operating
system independent mechanism for application communication over the web.

The web service Architecture (WSA) [6] proposed by W3 organization relies on a number of
Web standards, such as Simple Object Access Protocol (SOAP), Web Service Description
Language (WSDL), EXtensible Markup Language (XML), and Universal Description
Discovery and Integration (UDDI) that allows services to be searched, described and integrated
by any application [7].

There are two types of web services: Simple Object Access Protocol (SOAP) and
Representational State Transfer (REST).

1.2.1 Simple Object Access Protocol (SOAP)

SOAP web services development, their clients require extra effort mostly due to the lack of
native support. The two major SOAP-based web services limitations are categorized mainly to
communication and computation overhead [7]:

1. Communication overhead

* The verbose nature of the XML-based messaging system was not intended for
communication efficiency.

* Communication performance issues due to lack of support for transaction in
communication with a web service.

* Communication may suffer poor performance over busy or unstable networks in
comparison with other traditional approaches of distributed computing such as CORBA
or DCOM.



* It makes this kind of data exchange protocols stateless, as the web service provider and
web service consumer don’t have knowledge of each other’s state.

II. Computation overhead

* Encoding/Decoding XML requests/responses definitely degrades the overall application
performance.

* Performance issues due to XML processing and parsing overhead.
1.2.2 Representational State Transfer (REST)

The REST architecture is fundamentally client-server architecture, and is designed to use a
stateless communication protocol, typically Hyper Text Transfer Protocol (HTTP). In the
REST architecture, clients and servers exchange representations of resources using a
standardized interface and protocol. These principles encourage REST applications to be
simple, lightweight, and have high performance. Therefore, regarding the scope of reliability
RESTFUL services overcome SOAP services limitations and achieve better results especially
in mobile communications [8]-[10]. Using REST as a service architecture is preferred for
mobile devices because REST services use HTTP request and response, which means that a
mobile device connected with the internet can access the service without additional overhead,
unlike SOAP web services [11].

In [12], the authors observed that using REST enabled their system to scale with multiple users
and devices, but also complained about request-response mechanism, which sometimes limits
the system at the network level.

In [13], the authors argue that many firewalls permit only the GET and POST methods. There
is also a size limit on the URI for the GET method encoding; and HTTPS is not cacheable [1].

According to [14], combining RESTful design with other technologies such as caching
provides good system scalability.

1.3 Web Socket

The web socket Protocol is an independent TCP-based protocol. It makes more interaction
between a client and a server, facilitates the real-time data transfer from and to the server. This
is made possible by providing a standardized way for the server to send content to the client
without being solicited by the client, and allows messages to be passed back and forth while
keeping the connection open [15].



1.4 Reliability and Challenges

The challenges in mobile web services consumption are worth investigating from two
perspectives: Mobile limitations, and connectivity limitations from Mobile side and Cloud
service provider side. In addition the network bandwidth limitation and unreliable wireless
communication are decreasing the overall support for web services consumption on mobile
devices [7]. The challenges are listed in the following points:

* Connection loss: Form the perspective of Smart phones, clients have intermittent
connection because of their mobility. They can be momentarily removed from the
connected network and later join the available network [11]. From the perspective of
Cloud/ Server, it may lose the connection and their web services become unreachable
from clients.

* Latency/ Bandwidth: Mobile Cellular networks have a very limited bandwidth and are
often billed based on the amount of data transferred.

* Reliability: The public Internet is unreliable if a client calls a web service and doesn't
get a response within the timeout period, the client doesn’t know whether the request
was received, partially processed, or lost to perform the appropriate action.

* Longer Transaction time: Web service consumption will take longer to execute than an
equivalent direct query against a local database. The consumption will be slower
because of the HTTP overhead, the XML overhead, and the network overhead to a
remote server. Therefore the differences in performance between Web services and
traditional database queries need to be factored into the application architecture to
prevent unexpectedly poor performance due to the latency of the web services
consumption failures.

* Time-out: The service Time-out problem is one of the most effected issues in the
mobile experience, such that the services response size, database relations’
communication time, and the required computations in the services are continuously
increasing corresponding to the application usage during the time, which causes repeat
timeout through the consumption of these services.

However, there is even a bigger challenge that has been overlooked recently by researchers
within the distributed mobile network, which is the “CAP Theorem” [16], discussed in Chapter
2. In a highly distributed system where web services are scattered across multiple platforms,
three system guarantees are required: Consistency of the data, Availability of the system/data,
and Partition tolerance to fault. However, the CAP theorem states that at most only two of the
three can be guaranteed simultaneously. In distributed mobile systems where the mobile node
is employed as the client platform of the web services, partition tolerance is a given because of
the intermittent connectivity losses. This means we are forced to choose between Availability
and Consistency [1].



