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Abstract

Steganography is the art and science of secret communication. Modern cover
types can take different forms. Nowadays, video streams are transmitted more
frequently on internet websites imposing a larger practical significance on video
steganography. A video can be considered a sequence of images. Information
hiding in video has a variety of techniques. Although great efforts were done in
developing these techniques, but most of them suffer from intolerance to video

processing attacks and lack any intelligent processing of the cover video.

Adaptive video steganography was recently proposed in the literature. It aims to
achieve better quality of the stego-video by intelligently processing the cover
according to some criteria. This helps to identify the best regions for data
hiding, referred to as Regions Of Interest (ROI). A recent research by Cheddad
et al. showed that data embedding in human skin regions as ROI yield better

imperceptibility and increase the hiding robustness.

In this work, a blind adaptive algorithm for robust video steganography is
proposed. The proposed algorithm adaptively processes the cover video and
hides data in its human skin regions. A skin map is created for each frame using
a fast adaptive skin detection method. Then a blocking step is applied on the
produced skin-map converting it into a skin-block-map for discarding the error-
prone skin pixels and enhancing the extraction quality. Next, the skin-block-
map is used for guiding the embedding procedure. Finally, the secret bits are
embedded in the detail coefficients of the red and blue components of each
frame using a wavelet quantization-based algorithm for achieving robustness
against MPEG-4 compression. Hiding capacity, imperceptibility, extraction
accuracy and robustness against MPEG-4 compression of the proposed
algorithm were tested. Results show the high imperceptibility of the proposed

algorithm and its robustness against MPEG-4 compression.
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Chapter 1

Introduction

1.1.0verview

The revolution in digital information has created new challenges for sending a
message in a safe and secure way. Whatever method is chosen, the most
important question is its degree of security. Numerous approaches have been
developed for addressing the issue of information security such as
cryptography, steganography and watermarking.

Steganography is the art and science of invisible communication. The origin of
the word steganography comes from the Greek language. It is derived from two
Greek words “stegos” which means “cover” and “grafia” which means
“writing” [1]. Steganography evolved driven by the need to hide the existence
of a secret communication.

Steganography has some common terminology. The term cover object describes
the file used for hiding information. The secret message refers to the data that is
embedded in the cover through an embedding module. A stego-object is
produced combining the cover object with the embedded data. In case of
encrypting the secret message before embedding, an encryption key is used.
This key is referred to as stego-key. Furthermore, the term steganalysis refers to
the different attacks that try to break the steganographic algorithm. Figure 1.1
shows a general steganographic model. Embedding process is represented with
bold arrows, while extraction process is represented with non-bold arrows.

v
Cover Object > Data Data
Embedding Extraction
Algorithm > Stego »| Algorithm Secret
> Object > Message
Secret
Message >

Figure 1.1 General steganography model.
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However, designing a good steganography algorithm is not a trivial task. It
requires achieving robustness, tamper resistance, high hiding capacity and
perceptual transparency. The challenge lies in the fact that these four aspects are
inversely proportional to each other creating the data hiding dilemma.
Robustness is the amount of modification the stego-object could withstand
before an adversary destroys the hidden information [2]. Tamper resistance is
the difficulty for an attacker to change the secret message after it has been
embedded in the cover object. On the other hand, there is a trade-off between
the hiding capacity and the perceptual transparency. When the hiding capacity
increases, a smaller cover object could be used for hiding the secret message.
This results in a stego-object with a smaller size that can be easily transmitted
over the internet. But increasing the hiding capacity leads to visual distortions in
the stego-object. If an attacker detects the distortion, then the presence of the
hidden message is revealed and steganography is considered failed. To avoid
such a situation, an appropriate cover file should be chosen carefully.

1.2.Motivation

Since a substantial amount has already been invested in the development of the
software and hardware infrastructure for standard data transmission, it makes
monetary sense to use the same infrastructure for transmission of secure or non-
standard data. This can be achieved by embedding the secret data in an
innocent-looking cover file using steganography. Almost any digital file can be
used as a cover.

Although images are still the most used type of cover files due to their
popularity on the internet, recently, video streams have gained practical
significance due to the huge advancement of the multimedia technology. A
video is considered a sequence of images (frames). Usually, a video have a large
number of frames. For example a 5 minutes video playing at a frame rate of 30
frames per second has 9,000 frames. This constitutes a quite large amount of
redundant data that is perfectly suitable for steganography. A lot of image
steganographic techniques can be extended to videos as well [3-5].

Numerous video steganographic techniques were proposed in the literature, but
most of these techniques suffer from several issues:
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e Some techniques work on uncompressed videos. This makes most of
them not robust to compression.

® On the other hand, techniques working on compressed videos may
require partial or full decompression of the video.

e Lack of intelligent video processing. That is, all video frames are equally
utilized in the hiding process without following any adaptive approach.

e The whole frame is involved in the hiding process which affects the
visual quality of the resultant stego-file.

1.3.Problem Statement

Although great efforts were recently invested in developing video
steganography techniques, most of them suffer from intolerance to video
compression. According to [6] one of the solutions for increasing robustness lies
in identifying certain regions of interest in the cover that can be used for hiding.
They proposed using human skin regions for this purpose. In an earlier work
[7], data hiding in human skin regions of images was proved to be robust to
compression.

Steganography in human skin regions involves adaptively processing the cover
video frames and applying computer vision techniques for detection of human
skin regions. This limits the focus of the embedding scheme to only Regions-
Of-Interest (ROI). Recent research showed that embedding data in ROI not only
increases the hiding robustness, but also yields better imperceptibility [8].

1.4.Research Objectives
The objective of this thesis can be summarized in the following points:

e Comprehensive study of the state of the art of video steganography
techniques.

¢ Developing an adaptive technique for video steganography based on skin
tone detection.

e Evaluating the performance of the proposed technique in comparison
with other methods in the literature.



