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ABSTRACT 

Pakinam ElAmein Abd ElAziz Hussein,  

Database Intrusion Detection Using Sequential Data Mining 

Approaches,  

Master of Science dissertation, Ain Shams University, 2015. 

 

The awareness of the normal behaviors and practices with a 

transactional database is an essential factor to have an efficient detection 

of the data violations. This awareness enables an easier identification of 

any new behavior for the transactions. Data Mining plays an important 

role in providing this awareness. The main role of the data mining is to 

study and analyze raw data to generate useful information. In other 

words, Data Mining can be used to study database transactions and 

generate behaviors. 

This thesis mainly demonstrates how the sequential data mining 

algorithm can be enhanced and used in identifying database intrusions. It 

starts with providing a background about the fields studied close to be 

able to provide this research. Afterwards, the selection of a famous the 

sequential data mining algorithm called Apriori Algorithm that fit the 

criteria of the research. There are three implementations of this algorithm 

that share the same idea but differ in the implementation. The three 

versions of the algorithm were implemented and studied closely. The 

main purpose of the study is to identify how they can be improved. The 

close study resulted in identifying key points that can be enhanced. The 
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study directed the research in trying to improve the algorithm in two 

directions which are the performance and accuracy of generated patterns.  

On this thesis, an enhancement has been introduced to the 

performance and accuracy of Apriori algorithms. The research proposed 

some modifications on the Apriori model to improve it. On this research, 

the modifications were applied on the three different versions of the 

algorithm and studied carefully. There are significant improvements but 

also there are some trade-offs. The results of the implementations are 

discussed in details. Also, it is clarified where the enhancements lies. As 

for the trade-offs, there are some suggestions to overcome them. 

The thesis also explains how the enhanced form of apriori algorithm 

can be used in intrusion detections. A simple Database Intrusion 

Detection Model is proposed. This model is formed of three phases. It is 

based on the enhanced form of the apriori Algorithm introduced on the 

thesis. The model also treats some of the trade-offs discussed after the 

enhancement. 

  

 

Key words: Sequential data mining, apriori algorithms, intrusion 

detection, predictive data mining, descriptive data mining, host-based 

intrusion detection, network-based intrusion detection, computer security, 

malicious transaction, misuse detection, anomaly detection. 



 

SUMMARY 

This dissertation demonstrates how sequential data mining algorithms 

can be enhanced. It also demonstrates how they can be used in detecting 

intrusion in the database. The dissertation is in eight chapters organized 

as follows: 

Chapter One: It begins with an introduction on the main to fields 

covered on the thesis which are Data Mining and Intrusion Detection. 

First, it starts with defining the data mining and its importance. 

Afterwards, it provides an introduction to the intrusion and intrusion 

detection. Also, the chapter provides a summary of the efforts done in the 

area data intrusion detection. Furthermore, the chapter provides a 

summary of the work done on the thesis. Finally, it provides a summary 

of the rest of the thesis is organized. 

Chapter Two: In this chapter, a summarized background is provided 

on all the fields and topics that the research interacts with. The main 

topics that are covered on the chapter are database, intrusion, intrusion 

detection, data mining and sequential data mining.   

Chapter Three: This chapter discusses the algorithm that was 

selected for study by the thesis, Apriori algorithm. The chapters begins 

with explaining why the algorithm is selected by the thesis. The chapter 

mainly explains the generic model of the algorithm and how it works. 

Finally it discusses three models or versions of Apriori algorithm. They 

share the same idea but differ in the implementation mechanism.   
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Chapter Four: In this chapter, implementations of the three versions 

of the apriori algorithm are presented. A study has been performed of the 

results of these implementations to determine how they can be improved. 

Chapter Five: This chapter explains the modifications proposed by 

the thesis on the algorithm for enhancement. It explains what are the 

modification actions, where and how to apply them. It also explain where 

the enhancement exactly is expected.  

Chapter Six: In this chapter, implementations of the three versions of 

the apriori algorithm (after applying the modifications proposed) are 

presented. A study has been performed of the results of these 

implementations and how the performance has improved. Also the results 

are studied closely to see if there is any trade-offs. 

Chapter Seven: In this chapter, the results of implementations before 

and after applying the modifications are presented. A comparison 

between the results is presented. Also the points of improvements are 

discussed as well as the trade-offs.  

 Chapter Eight: Finally, this chapter includes the conclusions 

extracted from the research and the research results. It also includes the 

future work that might be done based on this work. 

. 
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