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Abstract

The aim of this thesis is to develop a cryptographic accelerator
module, focusing on public-key cryptographic algorithms.

Most public key cryptographic algorithms require heavy computa-
tional effort. This is due to the reliance on modular arithmetic over very
large operands. Typical bit length of operands in public key ciphers is
1024 bits or even higher. Examples of such ciphers are RSA and Elliptic
Curve Cryptography (ECC). Almost all public key algorithms involve
modular multiplication and modular exponentiation. Such operations
become very time-consuming when operating on large operands. Mod-
ular multiplication is the core of modular exponentiation.

Many algorithms have been developed to accelerate modular mul-
tiplication on general purpose processors. The common target of any
accelerating algorithm is to avoid the ordinary pencil-and-paper steps.
Many researchers managed to reduce both time and space complexities
of modular multiplication.

However, considering embedded security devices such as smart cards
and cryptographic tokens, the limited processing power of embedded
microprocessor forces the need for more research to accelerate crypto-
graphic algorithms on embedded platforms. The fast evolution of VLSI
designs using Field Programmable Gate Arrays (FPGAs) and Applica-
tion Specific Integrated Circuits (ASICs) has introduced further level
of enhancement. The enhancement would be on the hardware level in
the form of a cryptographic co-processor.

A cryptographic co-processor is a hardware accelerator that is specif-
ically designed to perform complex cryptographic operations. The in-
tegration of such co-processor to a general purpose embedded CPU
introduces an excellent platform for portable security devices.

In this thesis, a new hardware architecture for a modular multiplier
is introduced. The design can be used to enhance the performance of
all public key cryptosystems. The proposed architecture is based on the
interleaved modular multiplication algorithm. It scores better timings
(considering both operating frequency and total operation time)than
the latest known designs to the author’s knowledge. Further enhance-
ments have been proposed to support parallel processing and different
operand sizes. The proposed designs have been developed using a Hard-
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ware Description Language (HDL). They have also been integrated to
a soft processor core so that a complete platform is produced.
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Chapter

Introduction to Cryptology and
Public Key Cryptography

This chapter discusses the basic principles of public key cryptography,
and the difference between symmetric and asymmetric (public key)
cryptographic algorithms. It also points out the appearing challenges
when implementing a public key cryptosystem. The chapter also clar-
ifies the objective of this thesis. It then presents the methodology
followed during the research. The chapter ends with an illustration of
the thesis structure.

1.1 Overview

Cryptology is defined as the study of techniques for ensuring the secrecy
and authenticity of information [1]. The study of cryptology is divided
into two main categories: Cryptography and Cryptanalysis. Cryptog-
raphy involves methods and techniques to achieve the secrecy of data.
Such secrecy should be accomplished using an encryption/decryption
algorithm (cipher). Cryptanalysis is the study of different ways to
attack a cryptographic algorithm in order to break the security of in-
formation. Cryptanalysis provides methodologies for measuring how
strong a cipher is. In this work, a focus is made on cryptography.
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