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Abstract

Recently, the huge dependence on electronic communication has lead to an
increased demand for data security in order to achieve privacy. The security of data
transmission is a vital issue since it is easy to detect the information sent across the
internet. Hence, a lot of research is performed in the field of data security in general
and, consequently, image encryption arises as an important research field. A typical
symmetric-key image encryption system usually consists of two main substitution and
permutation phases to accomplish Shannon's confusion and diffusion properties.
Therefore, this thesis introduces new encryption systems that utilize chaotic and non-
chaotic generators in different designs of the aforementioned two phases.

Several stream-based image encryption systems are proposed and analyzed using
chaotic as well as non-chaotic generators. Using non-chaotic generators, three stream-
based systems are presented. The first system is designed by combining a Linear
Feedback Shift Register (LFSR) with a generalized form of a Feistel-like structure in
order to provide a strong keystream. The second system is based on fractal images
where a set of fractal images is selected and processed in a form that achieves strong
encryption. The third system proposes a different design of a pseudo random keystream
generator based on fractal images.

In addition, two stream-based encryption systems are designed using chaotic
generators. The first system is based on generalized forms of three discrete maps, which
are the logistic map, the sine map and the tent map. By combining the three maps, a
strong keystream is generated that helps in achieving the required encryption quality.
The second system is based on the fractional-order Lorenz attractor. This system makes
use of the extra degrees of freedom, which arise from the new fractional powers, and
shows that the fractional order system exhibits a wider range in the new parameters that
can achieve a chaotic behavior and helps in increasing the system key length and
maintaining sensitivity to only one bit change.

On the other hand, two block-based image encryption systems are proposed and
analyzed. The first system includes a novel chess-based permutation stage. The
presented encryption algorithm is very sensitive to the input parameters, which helps in
maintaining a very sensitive system key. The second system discusses five different
algorithms for generating permutation matrices. The generated permutation matrices
are, then, used in an encryption system in order to compare and evaluate the proposed
permutation algorithms.

To evaluate the proposed encryption systems, the quality of the resulting ciphers is
tested using adjacent pixels correlation coefficients, histogram distributions, differential
attack measures and the NIST statistical test suite. Furthermore, sensitivity of the
system key to one bit change is also examined using the mean square error and entropy
values of the wrong decrypted images. Results achieved by the proposed cryptosystems
are very promising and show great potential as compared to other systems in recent
literature.
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