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Abstract

Emails have become one of the major applications in daily life. It is
one of the most popular ways of communication due to its easy acces-
sibility, low sending cost and fast message transfer. The continuous
growth in the number of email users has led to a massive increase of
useful emails, in addition to unsolicited emails. The latter are known
as spam emails which appear as a severe problem affecting the users’
and computer network performances. Managing and classifying the
huge number of emails is an important challenge. Email filtering ap-
proach is the solution to manage such big size, in addition to isolate

spam emails.

Recently, most of the approaches introduced in the literature to
solve the huge number of spam emails. Filtering syntactic features

handles the high dimensionality of emails.

This thesis proposes an email filtering approach based on the se-
mantic methods. A framework is proposed, which consists of two
phases. The first one uses classification techniques, where the body
of email messages is analyzed and the terms are extracted from email
body. Weights are assigned to terms (features) that can help to iden-
tify emails as spam or ham (i.e clean). An adaptation to this structure
is proposed to reduce the extracted number of features, in which only

meaningful terms are regarded by consulting an English dictionary.

In the second phase, WordNet is introduced as an ontology to apply
different semantic based similarity measures to reduce the number of

features, space and time complexities. Moreover, to get the minimal
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optimal features set, feature dimensionality reduction is integrated.
Two feature selection techniques are used: the Principal Component
Analysis (PCA) and the Correlation Feature Selection (CFS) are eval-

uated for such purpose.

Experimental results have been conducted and the proposed frame-
work and methods have been tested on the standard benchmark Enron
Dataset. It is a large public email database collection. SVM and Lo-
gistic Regression classifiers recorded the best accuracy values of 96%,

followed by the Naive Bayes with 92.3% accuracy value.

Integrating semantics and feature selection, the classifier Logis-
tic Regression achieved the highest accuracy value of 95%. Followed
by the Nalve Bayes and SVM having similar results of 94% accuracy
value. It has been shown that when integrating the feature selection,
the average recorded accuracy for the all used classifiers is enhanced
reaching all above 90%. This happens with more than 90% feature
space reduction. The experimental results also showed that CFS fea-

ture selection technique had better results compared to PCA.

Consequently, the proposed framework and the conducted exper-
iments showed that the proposed work has a highly significant per-
formance in terms of accuracy and time compared to other related
work. The integration of the semantic concepts and feature reduction
approaches added important benefits to enhancing the computational

performance and the accuracy of classification.
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Chapter 1
Introduction

1.1 Overview

Electronic email has become one of the most important applications
for computer users. According to a Cyberoam report [I], the aver-
age number of spam messages sent every day has reached 54 billion
messages. Figll.1| shows recent statistics showing the percentage of
spam email accounts, which means that almost half of the emails is
spam. Such explosive growth of spam emails leads to severe problems
for users. The sender of spam email does not target the recipient
personally, but the spam invades users without their consent and fills
their email box. In addition to the time consumed in checking and
deleting spam emails, they overload the network bandwidth by use-
less data packets. All these factors cause an increase to the operating
costs, affect work productivity and privacy. Moreover, it harms the
network infrastructure and the recipient’s device if the email is per-
nicious. According to the Radicati Research Group Inc.[2], the spam
emails cost businesses over $20.5 billion dollars every year, and could
even increase to $257 billion dollars annually, as shown in Fig. [1.2|
Therefore, a big challenge in business is to manage the huge number
of emails efficiently. As a solution to such challenge, an email filtering

approach is significantly required.
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advertising related spam
non-spam —_
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Figure 1.1: Recent statistics indicating the percentage of spam emails versus
non-spam emails [3]

The basic format of email consists of two parts:

e Header of the email: Includes the sender, the receiver of email
address, the subject, and the date.

e Body of the email: Includes text, images, and other multimedia
data.

Common email filters filter incoming email automatically. The filter-
ing process results in a set of categories or classifications. Example
is spam filtering application which filters incoming emails into spam
and ham(i.e clean). An Email Filtering is always required to identify
and detect the spam emails and to dispose the huge number of spam
emails efficiently. In literature, the filtering process is decided and
executed based on two common methods: The email origin or header
method [4] (i.e. source) and the email content based method [5].

Origin-based filtering focuses on header part. It monitors the

source of the e-mail, which is stored in the domain name and address
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Spam Costs Businesses $20.5 Billion Annually
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Figure 1.2: Spam emails costs for business [2]

of the sender device. Such filtering preserves two types of emails;
white-list and black-list.

e White-list: keeps only the emails from reliable or trusted list of

email sources through.

e Black-list: contains lists of known spammers. It keeps track of
any email source except emails with matching IP addresses or

email source from the blacklist of spammers.

In those types, when receiving a new email the source of this email is
compared with the preserved lists or database to know how it is classi-
fied (i.e. spam history). However, the disadvantage of such technique
is that the spammers regularly change the email source address and

IP and hence, spam emails cannot be identified.

On the other hand, the content-based filtering reviews the email
content depending on a proposed analysis technique [5]. It extracts
features from the email body and classifies email into one of two classes

ham or spam. Examples for the common classification methods are



