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Abstract

Atef Hosny Soliman. Data Communication
Ciphering Systems “Analysis of Block Cipher Systems”.
Master of Science dissertation, Ain Shams University,

Communication Systems are vulnerable to passive
wiretapping (Eavesdropping) which threats secrecy and
active  wiretapping (Tampering)  which threats
authenticity. This thesis is devoted to study and analyze
Block Cipher techniques applied in Data Communication
Ciphering Systems.

Early Cipher Systems including Substitution and
Transposition Ciphers are presented. Modern Cipher
Systems including Stream Cipher Systems, Block Cipher
Systems and Public Key Cryptosystems are studied.

Block Cipher Systems are studied and analyzed. A
Complete package of different elements which affect the
security level of Block cipher Systems is presented in this
thesis.
| A Complete package of the significant statistical
tests for local Randomness is presented in this thesis
including mathematical description.

A new proposed method to build up dynamic-



Look-Up-Tables (S-boxes) changing with every change
of the secret key is presented in this thesis, in addition to
the computer simulation programs. This new approach
will lead to build up more secure Block Cipher Systems
with dynamic change S-boxes and consequently solve the

problem of the fixed structure Block Ciphers.



