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Summary:

The route leaks problem is considered one of the unsolved problems in BGP through the
previous 15 years. The confidentiality of autonomous systems (ASes) relationships and the
lake of advertisement of route leaks incidents are the main two reasons behind this. This
thesis solves the route leaks problem relaying on three steps: A new taxonomy for the route
leaks types based on their effects to the BGP Traffic not to their ASes relationships is
proposed, the first dataset for published real route leaks incidents through the previous
years is collected and labeled as route leaks or normal traffic, and the first real-time
detection system of route leaks problem using complex features extracted from BGP
Update messages only and using Classification algorithms is proposed. The system
achieves the best accuracy of 88% and 92% F1 Score, the whole system can detect route
leaks upon receiving them in real-time as it runs in less than one second.
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Abstract

The route leaks problem is considered one of the unsolved BGP problems since more than
fifteen years ago. It has a large negative impact on the global internet stability and
reliability. A route leak happens when an autonomous system advertises reachability
information with a violation of autonomous inter-relationships policies. This problem is
hard to prevent due to human errors and misconfigurations, and hard to detect due to the
confidentiality of autonomous systems relationships and lake of publicly-advertised
datasets.

Traditional solutions to the route leaks problems use one the following methods: the
autonomous systems relationships inference, adding information about connection types to
the BGP Update messages, or gathering and comparing information from global vantage
points. These solutions were not widely applicable because they may be incomplete, have
high time and processing cost, depend on third-parties, or requires modification to the
existing protocols.

In this study we address the route leaks problem from three aspects, firstly we propose a
new taxonomy to the different types of route leaks depending on their effects of the BGP
update messages other than existing taxonomy that depends only on the relationships
between autonomous systems which could not help much as these types of information are
confidential.

Secondly, we gather and label the first route leaks dataset which consists of all the valid
route leaks incidents published on the internet. We use this dataset to generate features list
which we used as training and testing data to our classifiers. To accelerate the features
generation process we use a memory structure called “Patricia Trie” inspired by the
structures used in the router’s lookup tables. This structure has reduced the average overall
searching and updating run time from several hundreds of minutes to very few seconds.

Lastly, we propose a complete real-time widely applicable detection system to the route
leaks updates using supervised learning method, and using the classification technique that
can be applied to each border router without adding high time or computational overhead.
In our study, we apply and compare between six different classifiers namely (Decision
Tree, Random Forest Trees, Support Vector Machines, Naive Bayes, Nearest Neighbor,
and Gradient Boosting) classifiers. Our system proves that it can detect and classify route
leaks from normal updates on two datasets the “less balanced” and the “more balanced”.
The system achieves the best accuracy of 88%, 83% and F1 Score of 92%, 98% for the two
datasets respectively. These results can be achieved with a system that runs in less than one
second.
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