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Abstract

Soliman Abd EImonsef Soliman Sarhan
Data Inspection in SDN Networks
Master of Science Dissertation
Ain Shams University, 2019

Software-Defined Networks can be considered as the most important
development in Computer Networking in the last decade. Deep Packet
Inspection (DPI) technology significantly enhances the security and
management of current networks, combined with software-defined
networking (SDN), DPI becomes an even more powerful tool that can
centralize network strategy control and quick automation.

The conversion from the traditional networks to the SDN network has
significant challenges that need a careful examination. In this thesis we focus
on Improved DPI that can give the exhaustive data to notify the SDN
controller about the situation of the network and its activity streams of traffic
flows. This enables SDN to regard the network as a comprehensive asset as
opposed to a different collection of devices (e.g. switches, security, and other
Layer 4-7 elements). Ultimately, connecting SDN and DPI will let network
pros apply policy control and automation to the whole network as opposed to

individual components or elements.



Leveraging a central DPI capability will give knowledge and intelligence to
every important function (security, controller, policy, etc.), instead of the
current system of each functional box performing its own DPI.

So, it became a must to inspect the data in SDN architecture that fit the

benefits of central control.

Keywords:

Deep Packet Inspection, Software defined networks, Open Flow Protocol,

Dpi Controller, DPI Instances, and Traffic Engineering



Statement

This dissertation is submitted to Ain Shams University for the degree of
Master of Science in Electrical Engineering

The work included in this thesis was out by the author at Computer
and Systems Engineering, Ain Shams University.

No part of this thesis has been submitted for a degree or qualification
at other university or institution.

Date : [ /2019
Signature
Name : Soliman Abd Elmonsef Soliman Sarhan



Acknowledgements

| am very thankful to Professor Ayman Bahaa for his continuous support
during my work to complete this thesis. | was highly affected by his high
standards of conducting research, creative ideas and his passion to discover
new research opportunities.

| am very thankful to Professor. Mohamed Sobh for his support and
helpful suggestions during the thesis.

| am deeply tankful and grateful to my parents for their continuous
encouragement, help and support to complete this journey to obtain my
Master’s degree.

Finally, 1 am very thankful to my wife for her continuous support,

encouragement and patience to complete this thesis.



Table of Contents

V1Y 0 X 1 o Lot SO ii
Y 0 £ 471 1 =] 1 1 SN iv
ACkNnowledgements...............cevveeeniiiiienenisiiineniisnissniissnsnsississsissssssniens v
LiSt Of FIQUIES......ceueeeeeeereeenierieenniisssenssiessenasiisssssssssssssnssssssnsssssssnnsnssnes ix
LiSt Of TADIES ....ccuueeeeeeeeeeeeeeneeerenereeeseereneeerasertnsseseesssensssssessessassnsnssessnnnns X
List Of ABBREVIATIONS..........ccueuueereennceeneeeniissseenssssssensssssssnsssssssnnsnssnes Xi
Chapter 1 INEroduCtion ............ceeeueveeeniiveniiieninieniiieesesensiessesssseasnnnns 1
1.1 Limitations of Legacy IP Networks..........ccccvviiiiiiiiiiiiiiiiininnnnnn, 1
1.2 Software Defined Networking........cccoeviiiiininninininnnnnnnnnnnnnssssssssssssssssssssssssssnns 3
1.2.1  SDN is the best solution to switch off legacy networks ........cc.cccevvverieennnn. 3

1.2.2  SDN ChallENEES ..coeueiiieeiiiee ettt ettt st s 5
1.2.21 Traffic Management......cooii i 5

1.2.2.2 B CUTITY s 6

1.2.2.3 7N F=1 1V i oS RUPPRPN 7

1.2.24 DUPTICAtION 1ttt 7

1.3 Deep Packet INSPection.......ccccceiiiiiiiiiiiiiiiiiinsssssessssssssseen 7
1.3.1  ROIE OF DPIIN SDN cuuiiiiiiiciee sttt et sae et sae et esaneenane s 8

1.3.2  DPI Solves SDN Challenges.......cccovuieiiiiiiiiniiie ettt see e e 11

14 Challenges of implementing DP1in SDN ........ccceeeeeeeeeemeeneeeeeeneneennnnnneennnnnnnes 12
1.4.1  Network Application LAyer .....ovieeieiiiiiieeeiet et 13

L1.4.2  CONEIOl LAY@r .uueiiiiiiiee ettt ettt ettt este e e sabae e e sbae e e e 13

143 Data Layer o 14

1.5 Contributions of this Thesis.........cceeevvrtiiiiiiiiisininiiiiin, 14



1.6 Organization of the Thesis........eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeensnnnne. 15

Chapter 2 Background Concepts and Related Work........................ 17
2.1 History of SDN.....ccciiiiiiiiiiiiicccceceereeerre s e e e s e s s s e s s e s s e s esssssssessnsnenns 17
2.1.1  Programmable NetWOIKS ......ccccvieiriieiiiieeeeiiee et siiee e s e s 18
2.1.2  Centralized Network CONtrol .........ccccceeriiiieieeniieiieenieeee e 18
2.1.3 Control and Data plane Separation.........ccccceevveeeecieeecciieee e e 19
2.2 SDN Archit@CtUrE .....ccoeeuueeiiiieiiiiietiinter st an e 20
2.2, 1 Data Layer oot 21
2,22 OPENFIOW cetiiiiie ittt ettt sttt st st e st e s be e s be e s be e sabeesaeesabeesaneesa 21
D S Oo o4 g0 ]l IF: 1V =] SRS 23
I S Vo] o] [ or- 14 o] o T IF: 1V T RSP 25
23 Deep Packet INSPection........ccccvviiiiiiiiiiiiiiiinniinssssssssssseen 25
231 WAt iS DPI? ittt ettt 25
2.3.2 How Deep Packet InsSpection WOrk ..........cceceeriieieieeniieeiiienieeeee e 26
2.3.3  DPlUSE CaSES..uuiiiiiiiiiiiiiiiiiee ettt ettt et e e e e 26
2.3.4  DPITECRNIQUES «.eviiieiiie ettt ettt ettt st e st s st e e saeeee s 28
2.34.1 Pattern or signature matching ......cccccoeeciiiieii e, 28
2.3.4.2 Protocol anomaly .....cooeeiiiiieie e 28
2.3.43 IPS SOIULIONS ..ot e 29

2.3.5  DPIChAlIENEES ....eeeeeiieeeeteeeeet ettt 29
24 Related WOrk ......ccovieeiiiieiiiiiiiiiiiiiiiiineiecene s sessseesenene 30
241 QOSMOS ...ttt ettt ettt st bbb e s b s beesanee e 30
2.4.2  Deep Packet INSPeCtion @s @ SEIVICE ...ccocuueeeeriieeiiiiee et e e 32
2,83 CONCIUSION ..ottt et s s s s 34

Chapter 3 A Novel DPI-Gateway Controller Architecture For

Software-defined NELWOIKS ...........ceeeueeeeuceeeeninieeiereenirreeserreesenreieseasssnnnans 36

3.1 (00015 0 o o 4 T=1 o 37



3.2 DESCHIPLION......ciiiiiiiereiiiee it rrresnsessse st seesnnssssssssseesnsssssssssssasnnnnsssnsss 38

3.2, 1 The DPICONtrOlEr ..o ittt 38

3.2.2  DPlInstance DePlOYMENT ....ccccviieieiiieeciie et e e 39

3.2.3  DPlInstances IMmplementation .......cccceviiiirieeniiieniee e 40

0 S V1 PP PP PP PP P PPPPPPPPPPPPPPPIRE 40

33 How this proposal solved the open problems of the previous chapter....... 42
3.4 Comparison to the previous WOrks...........eeeeeeeeeeeeeeeeeeeeneeeeeeeeeeeeeeeeesnennnnnnne 43
Chapter 4 Experimental RESUILS ..........cccuucerveenncisneneniisnennnsisssennnnnns 47
4.1 IMPIEMENLALION ....ccceeeeeeceeeeeeccccerereerrer e e e e e e e e e e e e e e e e e e eeees 47
4.2 Experimental ENVIronment .......cccceeiiieiiiiiiicicccnnenesessesssssssessssessssssssssesseseenns 50
4.3 Comparison to Different TOPOIOZIes........ceevverrrereeeenennennnnensnnnnnnnnsnsssssnnssnnnes 51
4.4 Analysis of Match Report........ccccvvviiiiiiniininnnninnnnnnnnnnssssssssssssssssssssssssssssssnns 52
Chapter 5 (00T ol (7 (o Y TS 56
5.1 CoNEribULIONS ...uueeiiiiiiiiiiiittiiiete s ase e sans 56
5.2 FULUFE WOTKK...ueeeeeiiiiiiieeneeiiincceteec et ssasss e 57
REfEIrENCES .....cceueveeeieeenieieiireitiireisiseisiessisissnasissnssssesssssesssssessssnassnsnnans 58
URIRIA ... verierierisssss s ississ s sss s s sassss s ssssssassassassassssssssssssas 63
ot ettt sttt 67

viii



List of Figures

Figure 1.1 Architecture Difference between Traditional IP networks and

Software-Defined NEtWOIK .........cocvvieeiieriiie e 3
Figure 1.2 Software-Defined Network ArchiteCture...........cccccevvieiiiiiinnnnn 4
Figure 1.3 Dpi at different [ayers.........cccccvveveiieieeie e 12
Figure 2.1 Architecture model of Software Defined Networking................... 20
Figure 2.2 Structure of an Openflow rule ..., 21
Figure 2.3 Packet processing logic inside an openflow switch...................... 22
Figure 2.4 Add Additional Information. ...........cccccevveiiiieieeie e 31
Figure 2.5 Many DPI DEVICES. .......ccovciueiieieeie et 33
Figure 3.1 The architecture of the proposed DPI-SDN network ................... 37
Figure:4.1 Fat tree MININet .........occooiiiiiicee s 48
Figure:4.2 Fat tree mininet NEtWOIK ..........cceoieiiiiieie e 49
Figure 4.3 NetWOrk latenCy ........cccvcvveiieiieiiee e 52
Figure:4.4 Traffic STAtiStICS.........cccvviiieieeiee s 53
Figure:4.5 Traffic Classification By Protcol............ccccooviiiiiiiiinininen, 54



List of Tables

Table 1.1 DP1 Use Cases iN SDN .......ccooiiieiieiiiie e 9
Table 1.2 SDN Challenges & SOIULIONS...........cccevviieiienice e 11
Table 2.1 Comparison between different versions of openflow protocol....... 23
Table 2.2 Comparison between different network controllers............c........... 24
Table 3.1 Comparison with related WOrk ............cccovvvieiiiii i 44



List of ABBREVIATIONS

API pplication Programming Interface
DDoS Distributed Denial of Service

DFA Deterministic Finite Automata

DPI Deep Packet Inspection

IDS Intrusion Detection System

IMEI International Mobile Equipment Identity
IMSI International Mobile Subscriber Identity
loT Internet of Things

IP Internet Protocol

IPS Intrusion Prevention System

ISP Internet Service Provider

MPLS Multi-Protocol Label Switching
NDPI Ntop Deep Packet Inspection

NFA Nondeterministic Finite Automata
PCE Path Computing Element

QoS Quality of Service

SDN Software Defined-Networking

SNMP Simple network management protocol
TCP Transmission Control Protocol

UDP User Datagram Protocol

TSA Traffic Steering Application

Xi



Chapter 1

Introduction

We need a new architecture to efficiently implement Deep Packet
Inspection (DPI) in Software Defined-Networking (SDN) because of the
importance of DPI. Functions will be added to SDN to help and enable us to
have a good solution to solve SDN Challenges like monitoring, latency,
security, etc. Let us start with the limitation of the existing network that we
have today. This chapter is divided into six sections. The first section
describes the limitations of the legacy networks. Section 2 shows software-
defined networks and describes how they are the best solution to switch off
the legacy network, as well as the challenges facing SDN such as traffic
management, security, analysis, and duplication. Section 3 shows DPI and
describes its role in SDN, and how it can solve the SDN challenges. Section 4
illustrates the challenges faced DPI when implementing It in SDN layers.
Section 5 describes the contribution of this thesis. Section 6 shows the

organization of this thesis.

1.1 Limitations of Legacy IP Networks

The limit of the present internet is getting to be inadequate to meet the

massive volumes of traffic types conveyed by the modern services (e.g., cell
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phones and content, big data systems, server virtualization functions, and
cloud and accounting services), which are produced because of the huge
number of clients, sensors, and applications [1,2].
Legacy networks constructed with numerous layers of static Ethernet
switches orchestrated in a tree model are currently unsuitable for the dynamic
processing and capacity of storage needs. Rather, a new networking
establishment is required to give aloft effectiveness, reliability, and power
efficiency.
Also, they ought to enhance the network speedup, scalability and submission
of a lot of digital services that ensure the quality of service. The
implementation of these demands is impossible with the currently available
network hardware because of their limited capabilities.
What's more, to actualize policies on a large-scale network and provide new
services or support existing services, administrators today need to set the
configuration to a huge number of network equipment and protocols. It is
hard to achieve a reliable arrangement of security, QoS, and different policies.
Networks turn out to be more perplexing with the expansion of thousands of
hardware that must be overseen and configured. Also, integration to network
appliances is very hard because of the internals contrast from a vendor to
another. According to legacy network issues and limitation, we mentioned
that we need a new architecture to fit all cases and face the huge increase in

traffic, SDN is the best solution to perform this role.



1.2 Software Defined Networking

1.2.1 SDN is the suitable solution to switch off legacy

networks

The main principle is separation where the control layer is decoupled from
the data layer. SDN [3,4] is a modern methodology for network
programmability, which gives the capability to manage and control network
behavior through programming. The SDN structure empowers centralized
control of data path autonomously from the technique used to link these
network equipment which can be sourced from various vendors.

The central control device establishes all the information and keeps up
a wide network perspective of the data path components and connections that
link them. Figure 1.1 [25] shows the architecture difference between SDNs

and traditional IP networks.

=== SDN Controller ' Middlebox (e.g. Firewall)

Forwarding device with s8] Forwarding device with
:] : decoupled control DC embedded control Sg’":a'le
ontrol

Traditional Network Software-Defined Network
(with distributed control and middleboxes) (with decoupled control)

Figure 1.1 Architecture Difference between Traditional IP networks
and Software-Defined Network
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