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Abstract 

Soliman Abd Elmonsef Soliman Sarhan 

Data Inspection in SDN Networks 

Master of Science Dissertation 

Ain Shams University, 2019 

 

Software-Defined Networks can be considered as the most important 

development in Computer Networking in the last decade. Deep Packet 

Inspection (DPI) technology significantly enhances the security and 

management of current networks, combined with software-defined 

networking (SDN), DPI becomes an even more powerful tool that can 

centralize network strategy control and quick automation. 

The conversion from the traditional networks to the SDN network has 

significant challenges that need a careful examination. In this thesis we focus 

on Improved DPI that can give the exhaustive data to notify the SDN 

controller about the situation of the network and its activity streams of traffic 

flows. This enables SDN to regard the network as a comprehensive asset as 

opposed to a different collection of devices (e.g. switches, security, and other 

Layer 4-7 elements). Ultimately, connecting SDN and DPI will let network 

pros apply policy control and automation to the whole network as opposed to 

individual components or elements.  
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Leveraging a central DPI capability will give knowledge and intelligence to 

every important function (security, controller, policy, etc.), instead of the 

current system of each functional box performing its own DPI. 

So, it became a must to inspect the data in SDN architecture that fit the 

benefits of central control. 
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Deep Packet Inspection, Software defined networks, Open Flow Protocol, 

Dpi Controller, DPI Instances, and Traffic Engineering 
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Introduction  

We need a new architecture to efficiently implement Deep Packet 

Inspection (DPI) in Software Defined-Networking (SDN) because of the 

importance of DPI. Functions will be added to SDN to help and enable us to 

have a good solution to solve SDN Challenges like monitoring, latency, 

security, etc. Let us start with the limitation of the existing network that we 

have today. This chapter is divided into six sections. The first section 

describes the limitations of the legacy networks. Section 2 shows software-

defined networks and describes how they are the best solution to switch off 

the legacy network, as well as the challenges facing SDN such as traffic 

management, security, analysis, and duplication. Section 3 shows DPI and 

describes its role in SDN, and how it can solve the SDN challenges. Section 4 

illustrates the challenges faced DPI when implementing It in SDN layers. 

Section 5 describes the contribution of this thesis. Section 6 shows the 

organization of this thesis. 

1.1 Limitations of Legacy IP Networks 

The limit of the present internet is getting to be inadequate to meet the 

massive volumes of traffic types conveyed by the modern services (e.g., cell  
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phones and content, big data systems, server virtualization functions, and 

cloud and accounting services), which are produced because of the huge 

number of clients, sensors, and applications [1,2]. 

Legacy networks constructed with numerous layers of static Ethernet 

switches orchestrated in a tree model are currently unsuitable for the dynamic 

processing and capacity of storage needs. Rather, a new networking 

establishment is required to give aloft effectiveness, reliability, and power 

efficiency. 

 Also, they ought to enhance the network speedup, scalability and submission 

of a lot of digital services that ensure the quality of service. The 

implementation of these demands is impossible with the currently available 

network hardware because of their limited capabilities. 

What's more, to actualize policies on a large-scale network and provide new 

services or support existing services, administrators today need to set the 

configuration to a huge number of network equipment and protocols. It is 

hard to achieve a reliable arrangement of security, QoS, and different policies. 

Networks turn out to be more perplexing with the expansion of thousands of 

hardware that must be overseen and configured. Also, integration to network 

appliances is very hard because of the internals contrast from a vendor to 

another. According to legacy network issues and limitation, we mentioned 

that we need a new architecture to fit all cases and face the huge increase in 

traffic, SDN is the best solution to perform this role.  
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1.2 Software Defined Networking 

 SDN is the suitable solution to switch off legacy 

networks 

The main principle is separation where the control layer is decoupled from 

the data layer. SDN [3,4] is a modern methodology for network 

programmability, which gives the capability to manage and control network 

behavior through programming. The SDN structure empowers centralized 

control of data path autonomously from the technique used to link these 

network equipment which can be sourced from various vendors. 

The central control device establishes all the information and keeps up 

 a wide network perspective of the data path components and connections that 

link them. Figure 1.1 [25] shows the architecture difference between SDNs 

and traditional IP networks. 

 

 

Figure 1.1 Architecture Difference between Traditional IP networks 

and Software-Defined Network 


