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Abstract 

 

Iris recognition systems have been widely deployed for authentication in many 

sensitive security areas for its accuracy and consistency. However, as the iris technology 

evolves, ways to attack it evolve too. Fake iris samples could be used to spoof the iris 

recognition system. As a result, Iris liveness detection methods have been developed. These 

methods read the users physiological signs of life to verify if the iris pattern acquired for 

identification is fake or real.  

 In this  thesis, an extensive review for the previous work done in iris liveness 

detection is presented. The review has explored in detail the software-based and the 

hardware-based methods developed for iris liveness detection along with the different 

attacks detected and databases utilized for performance evaluation. 

This thesis also explores the results of BSIF (Binarized statistical image features) 

descriptor for solving the problem of iris liveness detection to combat presentation attacks. 

A comprehensive study for the impact of segmentation on iris liveness detection has been 

carried out. Four public datasets representing printed, plastic, synthetic and contact lens 

attacks were used for method evaluation in both scenarios segmented and unsegmented eye 

images. The results have showed that BSIF can efficiently detect plastic and synthetic 

attacks without segmentation with correct classification rate of 100%. In addition, 

unsegmented eye images achieved better results in detecting print attack on the tested 

datasets. Segmentation is still required in the most challenging contact lens attacks. 

A new method is proposed using residual images with BSIF to enhance the results 

of contact lens databases. Three high pass filters were applied separately before feature 

extraction with BSIF. The results were promising in the unsegmented scenario and the 

three filters enhanced in the results with 8.6667%, 10% and 18.3333%. 

The main contribution  is enhancing the accuracy of BSIF on Clarkson dataset from 

91.67% to 93.33% in segmented mode using the first filter, in addition to proving that using 

the whole eye image is better in case of visible-light mobile iris datasets.  

This thesis is a comprehensive study that try to evaluate the segmentation step value 

in iris liveness detection using BSIF descriptor.  
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Chapter 1. Introduction 
 

1.1 Introduction 

Automatic user identification has become a fundamental requirement nowadays. 

The user identity must be verified before accessing sensitive areas or secure information. 

Many methods have been developed based on the assumption that the user has  a physical 

object such as magnetic cards, passports, or keys. Other Methods make use of knowledge 

the user has such as: passwords or PINs. These methods provide a reasonable level of 

security. However, they have a lot of disadvantages that make them inapplicable in 

sensitive areas. Cards could be lost, forgotten, or stolen. Passwords could be forgotten or 

guessed by an unauthentic user. In fact, all these approaches mostly failed against an 

obvious problem: any piece of material or knowledge could be fraudulently acquired. 

Biometrics represents a more natural way of identification. Thus, they have been applied 

to recognition systems to provide a reliable method for authentication. 

The recognition in these systems is done by inspecting a specific feature that the 

person has rather than information he knows. Biometric identification is relying on unique 

physiological characteristics (e.g., face, iris, fingerprints, DNA) or behavioral 

characteristics (e.g., gait, keystroke dynamics, signature). Biometrics is a relatively new 

technology that have been utilized in many applications such as: border control, criminal 

investigation, and access to cellphones. Iris is one of the most reliable physiological 

characteristics that have been used for identification in many areas. 

 

1.2 Overview 

In recent years, the continuous studies made in biometric systems enabled them to 

be used in many security applications. The recognition in these systems is done by 

inspecting a specific feature that the person has rather than information he knows. These 

systems have become more reliable than traditional password-based systems where the 

password can be stolen or forgotten.  
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On the other hand, biometric systems are prone to spoofing attacks that reduce their 

level of security. For example, fingerprint-based systems could be spoofed by replicating 

the biometric pattern on silicone, gelatin, Play-Doh or clay [1] , [2]. Iris-based systems may 

also be fooled with fake irises like plastic contact lenses or printed iris images [3].  

Recently, it has been showed that biometrics spoofing could negatively impact 

normal people lives after the iris scanner of  the smart phone Samsung S8 was spoofed in 

2017 with a photo [4] and also in 2018 when the police in U.S.A used the fingerprints of 

dead suspects to open their iPhones [5]. 

For more reliable anti-spoofing systems, new researches have been focused on 

liveness detection techniques that use various physiological signs of life, like eye blinking 

or changes of facial expressions, to distinguish between real and fake patterns. The main 

purpose of liveness detection is to assure that the sample presented to sensor is from a live 

authentic user. Many methods were used for liveness detection such as: ECG, blood 

pressure or pulse. The feature used to detect the liveness could be the same feature used 

for biometric recognition or could be a different one. For example, an iris recognition 

system performing liveness detection may use ECG or the same iris sample acquired from 

the sensor. Although liveness detection brings a lot of advantages to the system, it also 

brings further considerations as an additional layer of complexity is added risking the 

performance of the whole recognition system. 

Among the popular biometrics used in various security systems; namely, 

fingerprint, face, and iris, the latter is considered one of the most accurate. The human iris 

is a ring-shaped internal organ with rich unique texture and in a relatively well-protected 

area. No two persons share the exact iris pattern, and even for the exact person, the left and 

right patterns are different. Iris recognition systems have been widely applied in a lot of 

airports and sensitive government areas with a high recognition rate up to 99.9% [6]. 

Hence, researchers pay special attention to iris liveness detection.  Many techniques have 

been developed to detect the liveness of iris patterns. These methods rely on analysis of the 

iris texture based on image processing algorithms or using a specific hardware that 

highlighted the unique properties in the human eye. 
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1.3 Motivation 

Currently, iris recognition systems can be found worldwide with outstanding rates 

of success. While recognition techniques evolve, new methods of spoofing them arise as 

well, creating an unquestionable need for safer biometric systems in order to detect 

fraudulent access attempts. 

With the advances in printing technology, it is getting easier for unauthorized users 

to develop high resolution photos and 3D printed objects that could attack the biometric 

systems even with having the highest recognition rate. 

Before starting in the iris recognition process going from segmentation to 

classification, the system should be able to discover if the biometric sample is real or if it 

is a fake sample provided from an unauthentic user. A way to achieve that is by test the 

liveness of the iris sample provided. 

Many Methods have been developed to detect the liveness of iris patterns. The 

challenge now is to verify if a method performs the same way with different attacks or if 

the characteristics of iris databases influence the accuracy of a liveness detection method. 

 

1.4 Objective 

The objective of the thesis is to evaluate the methods used for iris liveness detection 

with scenarios where different attacks from different datasets are used. Another objective 

is to study the impact of the segmentation phase in the iris liveness detection system 

comprehensively for a better application in real life scenarios.  

 

1.5 Contribution 

During the development process of the thesis, we gained extensive knowledge about 

attacks on biometrics, iris recognition and liveness detection algorithms used to detect 

attacks on iris recognition systems. We conducted experiments using different datasets that 

represent different attacks.  
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The contribution of the work can be summarized as follows: 

 

1. Extensive tabular review for iris liveness detection techniques that facilitate the 

research in this point.  

2. Evaluating and analyzing the results of BSIF using databases with the same 

type of attack (contact lens) tested before in Notre dame DB, in addition to 

different types of attacks: printed, plastic, synthetic. 

3. Using segmented and unsegmented eye images in Near Infrared (NIR) and 

visible light databases to show if segmentation is required / not required or even 

it is better to use the whole image in some cases. 

4. Proving that segmentation is not required for other attacks rather than contact 

lens. 

5. Proving that using the whole image without segmentation is better than using 

the iris area in visible light datasets.  

6. Proposing a new method using residual filters with BSIF that enhance on the 

results of contact lens databases. 

7. Enhancing the accuracy of BSIF on Clarkson dataset from 91.67% to 93.33% 

in segmented mode using the first residual filter. 

 

1.6 Thesis Organization  

This thesis consists of six chapters: 

Chapter 2 describes fundamentals of the biometrics and possible attacks  

Chapter 3 explains the basics of iris liveness detection techniques. 

Chapter 4 demonstrates literature review about hardware and software methods  

Chapter 5 gives a detailed account on the  proposed liveness detection method 

Chapter 6 shows the experimental results of using the proposed method on datasets 

Chapter 7 summarized the conclusion of the research and provides ideas for future 

work. 

Moreover, the thesis contains references, an appendix, and an Arabic abstract.  
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