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Abstract

Evolution of computing paradigms has been one of the main reasons of IT revolution over the
past few decades. Cloud computing has been playing a major role in this revolution, offering
different kinds of demands as services, such as Infrastructure as a Service (IaaS), Platform as a
Service (PaaS), and Software as a Service (SaaS). Cloud computing helps in solving many issues
of datacenters as resource utilization, resource sharing and scalability. Yet, the cloud computing
still has some challenges tackling latency-sensitive applications such as Fire detection,
Firefighting, Healthcare applications, robot control and content delivery. This is caused mainly
because of the connectivity between the cloud and the end devices. Another reason can be the
intra-communication delay occurring between different cloud instances to provide the final service

Or anSwer.

Fog Computing is a new computing paradigm that has been introduced to offer solutions for
the cloud computation challenges. Introducing a new conceptual layer between Cloud computing
and Edge devices called Fog opened new horizons for computation offloading close to the
consumers. Offloading computations near the Edge layer plays an important role in reducing the
latency of the services. There is a lack of Fog application development tools and frameworks that
are easily adopted by software engineers in the software community. In this thesis, we provide
tools and frameworks that utilizes the Fog stratum in an easily abstracted manner for software

engineers.

Two main contributions are proposed in our thesis to tackle the lack of fog stratum utilization.
A Fog based CDN framework is proposed to facilitate using fog nodes as a CDN nodes. Also, a
new annotation and meta language is proposed along with its compiler to facilitate generating a
service that can be deployed in fog architecture. These tools and framework provide better quality

of service (QoS) for cloud services in terms of latency and reliability.
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Chapter 1
Foundation

1.1 Overview

Smart machines, IoT sensors, real-time applications and internet enhanced devices
are growing rapidly, generating zettabytes of data. This data is pushed to the network
affecting the network capacity, efficiency and performance [1]-[3]. Furthermore, this
increase of data transferring via the network comes with an increase of numbers of the
drop-off packets, causing service unavailability issues. While some of these online
services can neglect those drop-off requests or accept degraded availability, other
services are delay-sensitive and cannot accept any degradation in the quality of service
(QoS). Health care systems and real time surveillance services are good examples of
how critical the QoS should be nowadays [3], [4]. On the other side, connected devices
are generating data at an exponential rate, and cloud-centric services are experiencing
major challenges due to the tsunami of computations and data streaming. Some of
these challenges are bandwidth, latency, uninterrupted requests, continuous data
streaming by the end devices, and computation dependability [5]. Current cloud-centric
service architecture is not helping such critical systems to maintain their high
availability and high QoS [6]. The solution for such a problem is to move the
computation and the service closer to the consumers, instead of serving from the cloud
data centers. Hence, Fog computing architecture is proposed as one of the most solid

approaches towards solving service cloud centralization problems.

With education becoming online, working from home rising as a new standard,
and sharing knowledge becoming mandatory, many cloud services have been affected
due to network high loads. Given that the centralization nature of the cloud
computation, cloud services are facing challenges due to the boost of data streams and
computation requests in the networks. One of the main challenges is to achieve the
quality of service (QoS) requirements stated in the service level agreement (SLA). In
the coming years, cloud computing will be no longer capable of handling such

increasing volumes of data and requests. The need of a new computation paradigm that



can work with the cloud computing to tackle these challenges becomes a must. The
new computing paradigm should try to decentralize the computations but keeping the
advantages inherited from the cloud computing such as: scale as you go, powerful
computation power, and unlimited storage capacity. Fog computing is a new
computation paradigm that tries to move the cloud capabilities nearby the consumers.
Yet, a lot of challenges in this computation paradigm need to be solved so that it gets
adopted by the industry. In this thesis, we focus on two main key challenges in this
paradigm that -with our contributions- can push towards more usage of such paradigm.
Thesis area of contributions are: moving the resources nearby consumer effectively in
autonomous manner and provide tools for service engineers to easily build services in

this new paradigm.

In this chapter, we provide an introduction and foundation of Fog computing. We
discuss the different computation paradigms in section 1.2. Conceptual model of Fog
architecture is presented in section 1.3. In section 1.4, different definitions related to
Fog architecture are listed. Comparison between Cloud, Fog, and Edge computation is
explained in the same section 1.4. The problem statement is stated in section 1.5.
Thesis motivation is presented in 1.6, and objectives are stated in section 1.7. Thesis

organization is presented in section 1.8.
1.2 Computation Paradigms (Cloud, IoT, Edge, Fog)

Computation paradigms have its major shifts and transformation from the -early
1960s. In this section, Cloud, Fog, and Edge computing will be discussed along with
the Internet of Things. The aim of this section is to provide an overview for these three
computing models and provide a clear difference between them as well. It will also
discuss each of these computing model architecture and characteristics. Furthermore, it

states some open challenges in each model.

10



