NS NS NS NS NS N TN NS N N NS N N N N N N N N AN AN X

=X

it | o ek | S
@ ASUNET

et | i ekl | S
(o pSetel | (i ) G gl

@ ASUNET
HANAA ALY

oA DEAD DA ADEEADEDEAE AN EADE=

SN NN N NN NN NN AN N NN/

Y7
12

N AN AN A AN AN A AN AN NN NN EAEEANEENEAE N




BRSES CSED P EEo N EE0 N STON STON STON SEON SEON ST N STV SEONSEEN SEONSEONSEON SEON SEON SEON STV ST SE0 N

=X

it | o ek | S
@ ASUNET

et | i ekl | S
(o pSetel | (i ) G gl

“|

5
*

* &

Uy

df

| il gdugal

@ ASUNET
le

la

ds2
ol
.

(el
HANAA ALY
ceAEEAEEAEEAEEAEEAEEAEEATE AT AT A A AN

SN NN N NN NN NN AN N NN/

Y7
12

PR AR A A A A A A A A




BRSES CSED P EEo N EE0 N STON STON STON SEON SEON ST N STV SEONSEEN SEONSEONSEON SEON SEON SEON STV ST SE0 N

=X

il o ==
@ ASUNET

et | i ekl | S
(O el 1§ w3 G ol

Al

b

*

b ey

2al) Gal j3Y) sla Jadad

* ® o0

Al Bala) o aglial) Allly

s

19 ol § bl d| ot el
(o=t

»

@ ASUNET
N]
Loy daa

(ol
it

b ogd cane 28 daasal) (ol 31 oda o
HANAA ALY

»

)
A g
i
okl e
—

<

oA DEAD DA ADEEADEDEAE AN EADE=

SN NN N NN NN NN AN N NN/

Yo
12

N AN AN A AN AN A AN AN NN NN EAEEANEENEAE N




Ain Shams University
Faculty of Business
Business Administration Department

A Proposed Framework for Enhancing Competitive
Advantage through Business Continuity
Management Factors

"An empirical study on Telecommunication
industry in greater Cairo”

A Thesis Submitted in Partial Fulfillment of the Requirements for the
PhD Degree in Business Administration

By

Rehab Hamed Ahmed El-Shahawy
Assistant Lecturer.Business Administration Department- School of Business.
Canadian International College

Prof. Dr. Sayed Mahmoud El Khouly
Professor of Business Administration - Operations Management

Business Administration Department- Faculty of Business
Ain Shams University

Dr. Bassam Mohamed El Ahmady
Associate Professor of Business Administration- Operations Management
Business Administration Department - Faculty of Business
Ain Shams University

2021



Approval Sheet

Degree : PhD in Business Administration
Researcher Name: Rehab Hamed Ahmed EI-Shahawy

Thesis Title :A Proposed Framework for Enhancing Competitive
Advantage through Business Continuity Management Factors
"An empirical study on Telecommunication industry in greater Cairo”

Examination Committee

Prof. Dr. Sayed Mahmoud EI Khouly “Supervisor and Head of Committee”
Professor of Business Administration — Operations Management —
Faculty of Business - Ain Shams University

Prof. Dr. Rania Shamah “Member”
Professor of Operations Management - Dean of Business School
Suez University

Dr. Bassam Mohamed EI Ahmady “Supervisor”
Associate Professor of Business Administration-Business Administration
Department - Faculty of Business - Ain Shams University

Dr. Hussein Mohamed Sharara “Member”
Associate Professor of Business Administration

Business Administration Department - Faculty of Business

Ain Shams University

Date of Thesis Defense : 11/2/2021
Date of Faculty Council Approval [
Date of University Council Approval I



o) OF ) W) s

e 0Ll 315 (V) 6 6 &) wuly .3)
B o 68 (Y) 28Dy ey 13 (9) oo
@ (0) g d b o) o (1)

o) W) (e



Achnowledgment

In the name of ﬂl&lﬁ, the most gracious, the most merciful, all glory, praise and

thanks are due to ﬂlhﬁ almighty for guiding me throughout my whole life and for

giving me the power, enthusiasm, and ability to complete this work. To HIM | offer my
utmost gratitude and to HIM | am indebted.

Special appreciation and thanks to my supervisor (Prqf Dr. Said 95[—K/iou[y

for his invaluable help and support throughout this work. He significantly helped me to
focus my research on an interesting topic and contributed greatly with his precious
comments and suggestions to help me structure and ameliorate my thoughts. Also, my

gratitude and appreciation go to 4ssociate Prof. Dr. Bassam ELAhmady for his

influential role, invaluable comments, advice, and for giving me a helping hand
throughout this work.

| would also wish to express my gratitude to the examining committee; Q’rqf Dr.

Rania Shamah, and Associate Prof. Dr. Hussien Sharara for their time to

review the thesis and for their insightful comments and suggestions.

My gratitude goes to Prof. Dr. Hosmy Hamdy for his analytical remarks,

guidance, and unconditional support. His patience in reviewing my research framework,
methodology, and statistical analysis. His strict reminders to keep my eyes on the goal
are very much appreciated. | would also like to express my deepest appreciation to

Prof. Dr. Mahmoud Abu EL Nasr, for his assistance during my study. He was of

great help whenever it was required, Dr. Eman Serag, who provided important
support to finalize my questionnaire. 1 would also like to express my special and sincere

thanks to Prof. Dr. Tarek E<Domiaty, who taught me how to think.

| am deeply grateful to .‘My (Parents; | owe you my life and all my educational
accomplishments. You made it possible for me to be here today. Special thanks and
indebtedness are due to my beloved late Tatﬁer; who no longer with us, thanks for
showing me that life’s key is faith in Allah then effort exertion. Thanks for everything.
To my beloved :Mot/iet; for a kind heart, sincere care, and thoughtful prayers. Thanks

for everything. To my Brother “ Mohamed” and Sisters for their loving, care, and

support. My eternal appreciation goes to all my Tamilj: for a kind heart, love, and
support.

I want also to express my special thanks and sincere regards to the industry
practitioners and academicians who have guided me through this audacious task to
complete my thesis.

To all these people I say “‘thank you’.

B Rehab Toamed El -Shahawy



Dedication

To the beloved memory of my late Father “ Hamed”, and the
strength he ignited in me to Reep going by believing in me. The
heartfelt dedication goes to my Mother "Magda” for all the

love in the world she has given me.

They are the real blessing enlightening my life.

I would have never done it without them.



Table of Contents

(@8 TV o1 (=] o - TSRS 1
Framework and Literature REVIEW...........cocvviiiiiiii e 1
00 I 100 [0 T o SR 1
1.2 LITErature REVIEW ......coviiiieiiiieie ettt st s 1
1.2.1 BCM FACIOIS .....eeiiiiieiiie ettt 1
1.2.1.1 Embeddedness of Continuity PractiCes ...........ccccocvvvvevieeieennnenn, 4
1.2.1.2 Technological TUIBUIENCE ........ccvviiviiieeecee e 5
1.2.1.3 Business Continuity during the Covid-19 Pandemic.................. 5
1.2.2 The Role of IT Infrastructure Flexibility .........c.cccccoovveiiiiiiiiecinenne. 6
1.2.2.1 BCM and IT Infrastructure Flexibility ...........ccccocevviiiiinnnnnnnn, 8
1.2.2.2 IT Infrastructure Flexibility and Competitive Advantage........... 9
1.2.3 Competitive AdVaNtage.........ccouervreieerierie e e siee e see e s 9
1.2.4 BCM and Competitive Advantage...........ccccceeveeveeiiieivieeneeseesnenn, 10
1.3 Commentary on previous Studies and Researcher’s contribution............. 11
1.4 EXPlOratory StUAY ......cceocveiiiiic e 12
1.5 ReSearch ProbIEM..........oooiiiie e 13
1.6 ReSEarch QUESTIONS ........ccveeiiee ettt st 14
1.7 ReSearch HyPOtNESES.........ccouviiiiiie ettt 14
1.8 RESEArCh ODJECHIVES .....vecvieiec et 17
1.9 Research Methodology ........cooueiiiieiiiieiieie e 17
1.10 TRESIS SITUCTUIE.....eeevieeciie ettt ettt sare e 18
(08§ F=T o = AT TP 20
Theoretical FramMEWOTK ..........ccoiiiiiiiiie e 20
20 A [ 11 0o [ Tod o] o ISR 20
2.2 Business Continuity Management..........cooeveeieieereneenesee s 21
2.2.1 BCM and Risk Management...........ccccvevveveeiieiineene e see e 21
2.2.2 Concept of Area Business Continuity Plan (BCP) and Area
Business continuity management (BCM) ......ccccovviiiiniiine e, 23




2.2.3BCM EVOIULION ...ttt 25

2.2.4 BCM Definitions and Standards ..........cccovevvviienninninie e 26
2.2.4.1 BCM DefiNItiONS......cocoviiiiiiiiiienieiie e 26
2.2.4.2 BCM Standards..........ccooevieiiiieeieiie e 28

2.2.5 BCM APPIOACNES......coiiiiiieiiiesiie sttt 28

2.2.6 BCM PIOCESS.......tiiiiieiitiee ittt sttt sttt 30

2.2.7 Business Continuity Implementation Strategies........ccccccvvvrrvenee. 31

2.2.8 WhY BCM TaClOrS ......ccviiieeiiic e 35

2.3 Competitive AdVaNTAgE.........cueeivieiieiie et 36

2.3.1 Competitive Advantage CONCEPLS......cevveverieriieeieesie e eie e 36
2.3.1.1 Cost 1€adership......cccueiieiiiiieree s 38
2.3.1.2 Product Differentiation ...........ccccevevieninienienie e 38
2.3. 1.3 FOCUS ...ttt 39

2.3.2 Approaches to Defining Competitive Advantage...........c.c.ccceeveeee. 39
2.3.2.1 Competitive Advantage from Resource-Based View (RBV)...40
2.3.2.2 Competitive Advantage from an 10O Pllilllers Perspective ....... 41

2.3.3 Sources of Competitive Advantages.........cccevvvevvveeveeiiesiesiee e 44

2.3.4 Competitive Advantage Main Elements............ccccoveviiieiecenennn, 46

2.3.5 Methods of Assessing Competitive Advantage..........cccccceeevverneenne. 47
2.3.5.1 BUSINESS RESHIENCE.......ccviiiieiecie e 49
2.3.5.2 Service CoSt-EffiCIENCY .....ccovvveiiiii e 49
2.3.5.3 Service QUalItY........ccorvrieiiieiiciese e 50
2.3.5.4 Corporate IMage........ccoueeiiieiiieeiie et 50

2.4 Why BCM and Competitive Advantage.........cccoevvvererieieeiesenniennn 51

CRAPLEr TR ... 52
APPHEd FrameWOIK.........civiiieiicieie e 52
X T8 A {11 oo [ Tod o] o ISP 52
3.2 Survey Instrument Development...........ccoie i 52

3.2.1 SaMPIE SErategy ....cccveieieieeiie e 54

3.2. 1.1 POPUIALION ..o 54




3.2.1.1 Sample Method .........c.cooviiiiiieiiecc e 55

3.2.2 MEASUIEIMENT......eiieiiiei et et e e e et e e e e e e e 56
3.2.3 QUESHIONNAITE LAYOUL......ccvveiveeiiieiie et 57
3.3 SaMPIE DESCIIPLIVE ...veevieiiece et 58
3.4 Data Screening and Statistical ASSUMPLIONS.........ccovvivriiieerienienie e, 59
3.4.1 Factor Analysis for Data Reduction..........ccccccvvveeveeiniinsieenieee 59
3.5 The Fitted MOdel.........ccooroeeee e 62

3.6 Composite Reliability (CR) and the Average Variance Extracted
(AN Y = ISR 64
3.7 Path Analysis and the assertion of Research Hypotheses. ...........ccccceenu... 66
3.7.1 Regarding Direct EFfeCtS:........ccoceviiiiiiie e 68
3.7.2 Regarding the Indirect Effect:.......c..cccooviviiiiiiieece e 68
3.7.3 Total EFfECS ....eiiiciieii e 69
3.8 The Role of Mediation ..........cccccveiieiie e 69
3.9 FINdings and DISCUSSION ......cueeiuverireiieiieiieeieesieesieeseesseeeeeesseessessneesneens 70
3.9.1 BC during the Covid-19, IT Infrastructure Flexibility and CA......70
3.9.2 Embeddedness of Continuity Practices, IT Infrastructure
FIeXiDility and CA......co e 72
3.9.3 Technological turbulence, IT Infrastructure Flexibility and CA....73
3.9.4 The Mediation Role of IT Infrastructure Flexibility...................... 73
(@8 0T o1 (=] gl 01U | OSSP 75
Conclusions and Recommendations ...........ccccvvviiieieenie e 75
I a1 (oo [N o1 £ o] o OSSR 75
o 00 Tod [ 1] o] PR PSR 75
4.3 Theoretical IMPIICAIONS........ccocviieiiiiesiee e 77
4.4 Managerial ImplICAtIONS........c.coviiiieiieiice e 78
4.5 Research LIMItatioNS.........cccoviiiveeiiie et 81
4.6 FULUIe RESEAICN.......ccvviiieece e s 82
RETEIENCES ... e 83
Appendix (A): Summary Review of the BCM Previous Studies .......... 100




Appendix (B) :Interview Questions & the Respondent Answers.......... 106
Appendix (C): Information and Communication Technology (ICT)

INAICAtOrs IN Brief ... 114
Appendix (D): BCM Standards...........cccoovevieiieiieiie e 115
SUMIMATY .ttt st st e et e nbe e e snae e e 116




List of Tables

Table 1. 1 Previous Studies on BCM factors........ccccccevvevniniic e, 3
Table 1. 2: Statement of HYypOtheses..........cccovevvevieiiicie e 15
Table 2.1:Potential Disruption Risks in Service and Manufacturing

OrganiZation ........ccveiieiie e 22
Table 2. 2: The Potential Operational Risks in Service and Manufacturing

OrganiZatioNns. ......ccooieeiiieieree e 23
Table 2. 3: Business Continuity Management Definitions.............cccccceev... 27
Table 2. 4. Main Features of BCM Implementation Framework ............... 32
Table 2. 5: Core Issues when Considering Integrated Enterprise BCM..... 34
Table 2. 6: Prior Definitions on Competitive Advantage ..........c.cccceeveenenn 37

Table 2. 7: The Distinguishing Capabilities of a Company as the Origin of
Competitive Advantage and Essential Components for

Formulating Corporate Strategy........cccevvverivereeiieniiieeneesiee s 43
Table 2. 8: Relations between Success Factors and Business Competitive

o V7 L] - Vo TR 45
Table 2. 9: Difference between Sources and Positions of Advantages and

Performance OULCOMES .......ccvvveieiienieiie e 47
Table 3. 1: Questionnaire JUuStifiCation.............cccceevveeiie e, 57
Table 3. 2: Sample CharacCteristiCS.........coovvvveiieiieeiie e 58
Table 3. 3: Factor Analysis for Data Reduction...........ccccocoevvveiieeeineenee. 60
Table 3. 4: Statistical Summary Measures of the Main Constructs............ 61
Table 3. 5: Covariance Matrix of ETAand KS ..........ccooe v, 63
Table 3. 6: Composite Reliability and Average Variance Extracted.......... 65
Table 3. 7: Discriminant Validity between Constructs..........cc.ccoeevvernenens 66
Table 3. 8: Path Analysis and the Verification of Research Hypotheses ...67
Table 3. 9: The Mediation ANalySiS........cccevviiieriiiieiiie e 70
Table 3.10: Business Resilience Phases before and after COVID-19

PANCEIMIC. ....vveiiiee ettt sre e 72
Table 4. 1 Recommendations guideline to enhance the competitive

advantage of the Telecom sector through BCM factors............ 79




List of Figures

Figure 1. 1: Research Model ............ccoveiieiieiicce e, 16
Figure 1. 2: TheSIS SITUCLUIE ........ccvviiiiiieee et 19
Figure 2. 1: Area BCM CYCIE .....vooiveiiieeeececc e 24

Figure 2. 2: The development of BCM — periods, drivers, and practices... 26

Figure 2. 3: Business Continuity LifecyCle.........ccccccovvviviiiiniiiiiieveeci, 30
Figure 2. 4: Incremental development of BCM Strategies.............ccoeeu..... 33
Figure 2. 5: StrategiCc advantage........cccccveveeiieiiie i 39

Figure 2. 6: Differences between Resources Based Model and Models of

INAUSEry AtraCtiVENESS ......c.eeiveeiieiie e 41
Figure 2. 7: The Elements of Competitive Advantage ........ccccceeververennne. 46
Figure 3. 1: Statistical Summary Measures .........ccccocererieriienenie e, 57

Figure 4. 1: Proposed Framework for Enhancing Competitive Advantage

through Business Continuity Management Factors................. 62

Vi



List of Abbreviations

BCM Business Continuity Management

BCMS | Business Continuity Management System
BC Business Continuity

BCP Business Continuity Plan

CA Competitive Advantage

RBV Resources- Based View

10 Industrial Organization

IS Information System

ISC Information System Continuity

MNO | Mobile Network operators

NTRA | National Telecommunication Regulator Agency
SEM Structured Equation Model

Vil



