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Abstract

As a result of modern communication technology, the transmission of
medical images among different specialists in different medical institutes has
become popular. Accordingly, protecting patients’ data and authenticity
against any unauthorized access or modification is a must.

Watermarking the images technique before transmission has became a
main step to protect patient’s information integrity, copyright, authentication
and to protect patients’ information against any signal processing or geometric
attacks.

This thesis proposes a fragile reversible watermarking scheme. The
proposed scheme is based on embedding a Quick Response (QR) code that
contains the patient’s data into the medical image followed by encrypting the
image using Rivest-Shamir-Adleman (RSA) and finally compressing the
encrypted image using Huffman encoding algorithm.

The proposed scheme can detect various types of geometric and signal
processing attacks and localize tampering caused by copy-paste, text addition
and content removal attacks in the extraction steps. For evaluating the
proposed scheme, two different datasets were used which are OPENi and
MURA as host images and QR code as a watermark image. Peak Signal to
Noise Ratio (PSNR), Mean Squared Error (MSE), Structural Similarity Index

Measure (SSIM) and Bit Error Rate (BER) were used as evaluation metrics .
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Chapter 1 Introduction

Chapter 1. Introduction

1.1 Thesis Motivation

Using shared medical images in some services like telemedicine,
telediagnosis, and teleconsultation has been facilitated after the availability of
computer networks. Sharing patient information among specialists in different
hospitals is a must to understand diseases and avoid misdiagnosis [1] [2] [3].
One of the available techniques and approaches to protect medical images,
while transferred through the internet, against any corruption or unauthorized
access is the watermarking techniques [4].

Hiding the patient’s data into the medical image without distorting it
during transmission is essential to ensure the confidentiality of the transmitted
data. Recovering the hidden data and the original medical image without
errors is the priority in Electronic Patient Record (EPR) data hiding [5] [6].
Since making any modifications on medical images may lead to misdiagnosis,
authenticity, which ensures that the source is valid and belong to the right
patient, and integrity control, which checks that the image has not tampered,
are the major purposes of medical images watermarking [7] [8] [9].

Since securing the patient’s data is our main purpose, encrypting the
medical image is considered as one of the main steps. There are several
encryption techniques [10], such as, International Data Encryption Algorithm
(IDEA) [11], private key encryption standard, Data Encryption Standard
(DES) [12] Advanced Encryption Standard (AES) [13], Elliptic-Curve-based
encryption (ECC) [14], and public key standards such as Rivest-Shamir-
Adleman (RSA) [15].



Medical image compression is also a necessary step since storing a large
number of images requires huge long-term storage space. T here are two types
of image compression algorithms, namely, lossless and lossy algorithms. For
achieving a high compression rate, lossy algorithms are used, while lossless
algorithms are used in case that we need to restore the original data without
any loss [16].

Attacks are one of the most popular challenges of watermarking
techniques. The two common attacks are signal processing attacks (like image
compression, adding noise and different filters) and geometric attacks (such
as rotation, translation and scaling) [17] and tampers like (copy-paste, text
addition and content removal).

Medical image watermarking has many advantages: 1) The storage space
required for the image and the patient record will be reduced by embedding
the data in the corresponding images; 2) The additional bandwidth which is
required for the transmission of an image by hiding data in the image itself
can be avoided; 3) If the disease is clandestine, normally a patient does not
like to expose his medical report to the public [18].

Besides the advantages of watermarking there are challenges associated
with watermarking in Electronic Medical Record (EMR) systems such as 1)
Some fields in EMR are more relevant in the diagnosis process; as a result,
small variations in them could change the diagnosis; 2) A misdiagnosis might
not only result in a life-threatening scenario but also might lead to significant
costs of the treatment for the patients [19].



