










 

 

 

                             

 

 

 

 

 

INTERNET OF THINGS HARDWARE SECURITY 

 

By 

 

Amr Mohamed Abbas Dessouky  

 

 

 
 

 

A Thesis Submitted to the 

Faculty of Engineering at Cairo University 

In Partial Fulfillment of the 

Requirements for the Degree of 

 

MASTER OF SCIENCE  

In 

Electronics and Communications Engineering 

 

 

 

 

 

 

 

 

 

 

 

FACULTY OF ENGINEERING, CAIRO UNIVERSITY 

GIZA, EGYPT 

2021 

 



 

 

INTERNET OF THINGS HARDWARE SECURITY 

 

By 

 

Amr Mohamed Abbas Dessouky  
 

 

A Thesis Submitted to the 

Faculty of Engineering at Cairo University 

In Partial Fulfillment of the 

Requirements for the Degree of 

 

MASTER OF SCIENCE  

In 

Electronics and Communications Engineering 

 

Under the Supervision of 

 

Prof. Dr. Ahmed Nader 

 
………………………………. 

 

 Prof. Dr. Hassan Mostafa 

Hassan 

 
………………………………. 

 

Professor of Electronics and 

Communications 

Department of Electronics and Electrical 

Communications Engineering 

Faculty of Engineering, Cairo 

University 

 Assistant Professor of Nano electronics, 

Bioelectronics and Optoelectronics 

Department of Electronics and 

Electrical Communications Engineering 

 Faculty of Engineering, Cairo 

University 

 

 

 

 

 

 

 

 

 

FACULTY OF ENGINEERING, CAIRO UNIVERSITY 

GIZA, EGYPT 

2021 

 



 

 

INTERNET OF THINGS HARDWARE SECURITY 

 

By 

 

Amr Mohamed Abbas Dessouky  

 

 

A Thesis Submitted to the 

Faculty of Engineering at Cairo University 

In Partial Fulfillment of the 

Requirements for the Degree of 

 

MASTER OF SCIENCE  

In 

Electronics and Communications Engineering 

 

 

 

Approved by the 

Examining Committee 

 

____________________________ 

Prof. Dr. Ahmed Nader Mohieldin               (Thesis Main Advisor) 

 

____________________________ 

Prof. Dr. Hassan Mostafa Hassan   (Advisor) 

 

____________________________ 

Prof. Dr. Ahmed Hussein Khalil                        (Internal Examiner) 

____________________________ 

Prof. Dr. Amr Talaat Abdel-Hamid   (External Examiner) 

German university in Cairo 

 

 

 
 

 

FACULTY OF ENGINEERING, CAIRO UNIVERSITY 

GIZA, EGYPT 

2021 



 

 

Engineer’s Name:  Amr Mohamed Abbas Dessouky  

 

 

Date of Birth: 06/04/1990 

Nationality: Egyptian 

E-mail: Amr_901@hotmail.com 

Phone:  01007415072 

Registration Date: 01/10/2013 

Awarding Date: -/-/2021 

 

Degree: Master of Science 

Department: Electronics and 

Communications Engineering 

  

Supervisors:  

  Prof. Dr. Ahmed Nader Mohie El Dein 

Prof. Dr. Hassan Mostafa Hassan   

  

Examiners:  

 Prof. Dr. Ahmed Nader Mohie El Dein (Thesis Main Advisor) 

Prof. Dr. Hassan Mostafa Hassan (Advisor) 

 Prof. Dr. Ahmed Hussein Khalil   (Internal Examiner) 

 Prof. Dr. Amr Talaat Abdel-Hamid  (External Examiner) 

German University in Cairo  

  

Title of Thesis: 

 

 

Internet of things hardware security. 

  

Key Words:  

Internet Of things, Partial Dynamic Reconfiguration, Authenticated Encryption with 

Associated Data, Field-programmable Gate Array, Application-Specific Integrated 

Circuit 

  

 

Summary: 

The objective of this thesis is to provide a low area low power optimized 

implementation for cryptography algorithms to match the power constraints imposed 

by the low power IoT applications. In this thesis low area and low power 

implementations of selected ciphers from the CAESAR candidates namely NORX, 

Tiaoxin, SILC, COLM, and JAMBU are provided. Moreover, Partial dynamic 

reconfiguration is used to achieve resource-efficient and energy-efficient hardware 

security.  
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