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Summary:  

 

Internet of Things (IoT) devices starts to spread all over the world. IoT revolution 

makes the devices smarter and it improves the performance of the devices. The devices 

can now exchange information between each other and distribute data analysis effort 

between each other or send it to data analysis center. As a prediction from Cisco, the 

number of IoT devices will be 50 billion IoT device connected together in 2020. This 

enormous number will make us think about immunity of these IoT devices against the 

Hardware attacks. We propose in this Thesis the effect of inserting Hardware Threat 

in Coordinate Rotation Digital Computer (CORDIC). Methods are presented in this 

Thesis to identify Hardware Trojan and its effect on the CORDIC performance. Two 

ways to improve the immunity of the hardware design against Hardware Trojan are 

represented here. 
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Abstract 

Internet of Things (IoT) devices starts to spread all over the world. IoT revolution 

makes the devices smarter and it improves the performance of the devices. The devices 

can now exchange information between each other and distribute data analysis effort 

between each other or send it to data analysis center. As a prediction from Cisco, the 

number of IoT devices will be 50 billion IoT device connected together in 2020. This 

enormous number will make us think about immunity of these IoT devices against the 

Hardware attacks. There are security attacks that can affect IoT device. The Side-Channel 

Analysis (SCA) aims to get information from the IoT device like power consumption, 

delays, and electro- magnetic radiated from the device while it performs any 

cryptographic algorithm. Denial of service (DOS) attack is cyber-attack. This attack 

affects the connection between the IoT device and the network by flooding the IoT device 

with excess requests. Hardware Trojan can affect the IC performance in different 

manners other than the functionality like changing the power cycle time if the chip has 

sleep and wakeup modes, changing the clock frequency that adjusted internally, Make 

the processor busy by sending false interrupts to it etc. We will see the effect of inserting 

Hardware Threat in Coordinate Rotation Digital Computer (CORDIC). Methods like 

simulations comparison and synthesizing difference are presented in this thesis to 

identify Hardware Trojan and its effect on the CORDIC performance.  If we want to 

make our design immune against the hardware trojan, there are two methods represented 

here in the thesis. First method is redundant cores method. This method is done by 

inserting two redundant similar cores beside the main core and make voting between 

these cores. If one core is infected by hardware trojan, then the voting controller will see 

that its output is different from the two other cores output and isolate its output. The 

second method is lockup table method. This method depends on inserting lockup table 

beside the main core and another redundant core. We will store some of our expected 

outputs and compare these outputs to the output from the cores, if one core is different to 

the expected output, then we will isolate its output and the other core which match 

expected output will connected to the global output.


