Mona Maghraby

il ) el | Lot Gl el § il el | “g8 30




Mona Maghraby

ol i duay b

(ouded§ et 19 (g sl | o Guid
Wi Wil 0 (pwil] B 9 pousbaind| cllly oumi
il i Gl 99 s ] 2 daoad! galhdl 0dR (ods




Cairo University

INTERNET OF THINGS SECURITY THREATS
ANALYSIS

By

Mahmoud Maher El-Sayed Mohammed

A Thesis Submitted to the
Faculty of Engineering at Cairo University
in Partial Fulfillment of the
Requirements for the Degree of
MASTER OF SCIENCE
in
Electronics and Communications Engineering

FACULTY OF ENGINEERING, CAIRO UNIVERSITY
GIZA, EGYPT
2019



INTERNET OF THINGS SECURITY THREATS
ANALYSIS

By
Mahmoud Maher El-Sayed Mohammed

A Thesis Submitted to the
Faculty of Engineering at Cairo University
in Partial Fulfillment of the
Requirements for the Degree of
MASTER OF SCIENCE
in
Electronics and Communications Engineering

Under the Supervision of

Prof. Amin Mohamed Nassar

Professor of Electronics
Electronics and Electrical Communication
Faculty of Engineering, Cairo University

FACULTY OF ENGINEERING, CAIRO UNIVERSITY
GIZA, EGYPT
2019



INTERNET OF THINGS SECURITY THREATS
ANALYSIS

By
Mahmoud Maher El-Sayed Mohammed

A Thesis Submitted to the
Faculty of Engineering at Cairo University
in Partial Fulfillment of the
Requirements for the Degree of
MASTER OF SCIENCE
in
Electronics and Communications Engineering

Approved by the
Examining Committee

Prof. Dr. Amin Mohamed Nassar, (Thesis Main Advisor)
Professor at the faculty of Engineering, Cairo University.

Prof. Dr. El-Sayed Mostafa Saad, (External Examiner)
Professor at the faculty of Engineering, Helwan university.

Dr. Mohamed Mohamed Ali EI-Gazzar,  (External Examiner)
Assistant professor at the faculty of Engineering, Arab Academy for
Science, Technology & Maritime Transport.

FACULTY OF ENGINEERING, CAIRO UNIVERSITY
GIZA, EGYPT
2019



Engineer’s Name: Mahmoud Maher EI-Sayed

Date of Birth: 01/01/1990

Nationality: Egyptian

E-mail: Mahmoudmaher2011@gmail.com

Phone: 01128000719

Address: 2 Ahmed Abd EI-Nabi st, Hadayek Helwan, Cairo
Registration Date: 01/10/2013

Awarding Date: .../..../2019

Degree: Master of Science

Department: Electronics and Communications Engineering

Supervisors:
Prof. Amin Mohamed Nassar

Examiners:
Porf. Amin Mohamed Nassar ~ (Thesis Main Advisor)
Professor at the faculty of Engineering, Cairo
University.
Prof. EI-Sayed Mostafa Saad  (External examiner)
Professor at the faculty of Engineering, Helwan
university.
Dr. Mohamed Mohamed Ali EI-Gazzar (External
examiner) Assistant professor at the faculty of
Engineering, Arab Academy for Science, Technology &
Maritime Transport.

Title of Thesis:

Internet of Things different Threats attack and Hardware Trojan effect on the
Coordinate Rotation Digital Computer core.

Key Words:
Internet-of-Things (10T), Denial of Service, Side-Channel Analysis, Hardware
Attack, Coordinate Rotation Digital Computer.

Summary:

Internet of Things (loT) devices starts to spread all over the world. 10T revolution
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Abstract

Internet of Things (IoT) devices starts to spread all over the world. 10T revolution
makes the devices smarter and it improves the performance of the devices. The devices
can now exchange information between each other and distribute data analysis effort
between each other or send it to data analysis center. As a prediction from Cisco, the
number of 10T devices will be 50 billion 1oT device connected together in 2020. This
enormous number will make us think about immunity of these 10T devices against the
Hardware attacks. There are security attacks that can affect 10T device. The Side-Channel
Analysis (SCA) aims to get information from the 10T device like power consumption,
delays, and electro- magnetic radiated from the device while it performs any
cryptographic algorithm. Denial of service (DOS) attack is cyber-attack. This attack
affects the connection between the 10T device and the network by flooding the I0oT device
with excess requests. Hardware Trojan can affect the IC performance in different
manners other than the functionality like changing the power cycle time if the chip has
sleep and wakeup modes, changing the clock frequency that adjusted internally, Make
the processor busy by sending false interrupts to it etc. We will see the effect of inserting
Hardware Threat in Coordinate Rotation Digital Computer (CORDIC). Methods like
simulations comparison and synthesizing difference are presented in this thesis to
identify Hardware Trojan and its effect on the CORDIC performance. If we want to
make our design immune against the hardware trojan, there are two methods represented
here in the thesis. First method is redundant cores method. This method is done by
inserting two redundant similar cores beside the main core and make voting between
these cores. If one core is infected by hardware trojan, then the voting controller will see
that its output is different from the two other cores output and isolate its output. The
second method is lockup table method. This method depends on inserting lockup table
beside the main core and another redundant core. We will store some of our expected
outputs and compare these outputs to the output from the cores, if one core is different to
the expected output, then we will isolate its output and the other core which match
expected output will connected to the global output.



